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virtual bridge

bro

br3 br2 bri
virtual bridge | | virtual bridge virtual bridge

I i virtual host
eth3 ¢ eth2+ + ethl

9: BB 5 INHYRE Bt 1 25
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FEBHEHEER (brl/br2) BIMEE NAT #Hl

TNEFTR Ay Azblink NFV S & HREERERACH bro HIIHI4— NAT BRI - HERIAURECR 1A
BN ZEE R (br1 B¢ br2) BEEsMBREISAEES (WAN) HITRE - e — B 2B RE—
i br0 T3 -

O I ER AR :

1. FEREK:

o JLENE br1 ERIKEL br2 e - H HFZS MM i -

o WAL brO frEI{F Ryt OFAE (Egress Gateway) 2. -
2. Gi—HJ NAT R :

o fwis LU AR E SRR (VNF) - B2 (S br1 B¢ br2 ffds 2 T

FLA 4RSS -

o {EMEFAEEE-FEN > #ig s EBETE (NFVI) LJEEA NAT (MR firakimg) -
3. fitiRER -

o BM IP FRSHHZRIR P ALAE K55 f brO FrEFTECERY IP izl -

BRESE

o MERREE—ME  SNERMERR RGBT E brO A IP firhl o L T MRS A B
i o

o PIESKRFEME ¢ WECR 17 brl A1 br2 PNEREE HET-4EHY IP iz A EREREIN AN - 19 TN
ERAERS Y 2 MR B AL

o HFHE : TR RS IR = [F] (A4 1P ke T4 -

m NAT'd by using br0's IP address as source IP address

b=

ual bridge

B\o
br3 br2 bri

virtual bridge | | virtual bridgg virtugl bridg

l> A h
maa ( I\

eths vy ethqu
10 : F5/K bro 2 FLHFHY NAT

physical host

ethl

Y
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A

S

virtual bridge

etho

physical host

bro
br3 br2 bri
virtual bridge virtual bridge virtual bridge
e P

h A A 4
» .
f] T

¢ ethl

use local bridging at brl

v

e

eths eth2

11 : f&$% brl P9I NAT H#2(F -

VNF B EL i 2 == [ A9 77 BUZ FIl # )

TREREUR : EAREEM VNF AEPIE

FETREEIL T o B AR 2 5 T A2 (NFVI) ) AYZRSNIRA] © a2 & e el £
THUATRHEBEER (VNF) AES (BI%0E 0S) AGFrE (FH T REERISE] (PN K S 2
DI

BRTENEHEHRZEEE (NFVIFIXIE)

R Y E TR T e SRR R B - T T BB (NFVI) IR KIS AT BAPE 38
ZJEhiE

o NFVI K5 nTHE iERS N B SR EIMERIAR A - BHiE s G T S 4Ie - sl 2tz
B MR ETES SR B LR SR AC B TR

BiEEE6) : FREEZ A
I AR Y — (I HE Y e FH /2 PR brO &gk (Gl Ao OVE BB CI4ERS ) -
o NFVI B[5&EsaHIR Al » 25 11 brl 27 br3 NHYRE it F IR EFEFHT bro 754788 MY F 1% -
o [RIEEFEHEESEELHY RS (Port Forwarding) #H » 7aF R E RIS BUR LTI/ E
&% > RIS PR L T Eh gy -
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A

L

virtual bridge

etho

physical host

bro

br3 brz bri

virtual bridd

(o]
®

virtual bridge virfual bridgs

A ]

eth3 £ echL L ethl

routing accross the bridges

12 : 7 brl 81 br3 iZ W & Fzas < FIEAMRE s - AEEA NAT (R {rHbEH) -

FEBEER (VNF) B E S (IR B

ffE NFV EREE YRR 1% br1 B brd "Ny B A [E —4HEASEEAG &R - (EIECHEESE 2K
& M2 EI BA B X B rayaiRt -

MRS IR LR
o FEBEREVEREH : br1 Bl br3  HHY LA LUEBEEREF-& (NFVI) FrigftayEs B
BACHAERR - BEEWE AR P el @ T Ay A e > TECRA B Sk Y
HARAE

BEMEESHNELN

ER&JgE (Physical Layer) #E¥EJE1H (Logical Layer)
HEITER—AERSE L - /MWL E— (SR ERE (&5 TR & 2 LAY
%% (Bridge) [ - HEREENRG -

2 A A - ?@%ﬁi’fﬁ%ﬁﬁ%ﬁ HCH#E S

ZILRE ;e SAARTIHA

o EHBELMEHVELE - HAEEEE SR IP Ak AFHL -
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o EfMFgRBLRE—GEEHE L SEIHAERFE (NFVI) ER S IP fiL
k-

A
:%l:lnﬂﬂ .

FERERR [ o 15 S et EARIE i R LRV S B RYSMNEE B - BT R E [ —4H RS
HE > Sl EEIR NFV RREMEA SHEPERE O -

ethoﬁ Looks like a host at WAN

&

| physical host
virtual bridge
bro
br3 br2 bri
virtual bridge virtual bridge virtual bridge

=i .

eth3 l eth2¢ L ethl

[l 13 © i i AR R EAE 2 bro

bro E 13 EEHE EHAVREE 2 2 BIR AR
HAFILAE brO & T LAY — S REEE L R B > AR AR B (A1 2 i

bro E B ERAVEIETTR

o IPHECE : 158223 brO KEHCE 7 —4H IP firtik - (RFEREEE (NFVI) £ FHEHHI4E
BRE Gy TR P ECE A G Y P firtlk - HEL brO A7 E—E IP 431N -
o« MEERRK (B : #ANEEREETHEIN CEELEAN ) 1A R & H bro 2%

it {El EEE R TR
. EERREEEEL ¢ BEXAEE AR PEN DO TR -
2 FIFALHEGRIGA R ¢ B OGRS EA SR IP Arak (F AACRIE - ERAE

a2 -
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ZERR NI > BELF br0 NAVRE#E MO ZEERE BN KB RE -
o A (¢ br1 B¢ br2 FREREIEIRIRE - br0 THYE G ER L RERR—B MR
BB EN K Z SMISMER EA -

Z M (Multi-legged) FE ¥ 3= % B 5 #2385

—OERERIUAZME R, (legs) - FHRTALIACEZS (R BEEES /11 (VNICS) - [FI;
HIEF S B es - DIEH E BIEES st -

DUREFT B - —& B VNICs 73 B 15725 br3 & bré

. HEERER ¢ BB B EEEFEULRY br3 B brd NRYRIEA [E 4R - BRI LIE
R 1B 2% ] AR R TR B A {18 4T T A A

2. QB ¢ EEMICE o EHE A REERERFENR P ACE A br3 Al brd
THEZ EREER - WA ERIE TS (E R ey T A ) HERIMEER -

3. WhEEsRA M - A ERTE (PR HEE L2 € ) IAESH IP T-A4ETTR
H - BiSEES M HECE - % AL EREAE br3 B brd FrfEHYRI(E -4 L > S
TR e BEH - KNiEier e Z a8t -

etho T

l

virtual bridge

physical host

bro

bra br3 br2 br1
virtual bndge V|rtua| bridge virtual bridge virtual bridge
ﬂ %l T T virtual host T
otha eth3 ¢ eth2¢ ¢ ethl
Y

deploying virtual host across different subnets

14 @ f e EARE PR (ARG REas
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eth0¢ SBC or Firewall virtualization

l 4 > A
physical host
virtual bridge
bro
br3 br2 bri
virtual bridge virtual bridge virtual bridge
h A A
Y
virtual host ]z
eth eth2¥ ethl&

15 * i ik EARE REFI RG2S bro Al brl

Firewall or SBC Virtualization (B5 X &4 SBC E## L)

1£ Azblink NFV 25 | - 3548 By g e - A%0C B R (E e s i (4 SR N Bl G s
T) - BV E SR E F REE R KAE (Virtual Firewall) =08 Be&rsh @ 7 %EF 28 (Virtual
Session Border Controller, SBC) -

ERZERENEIREE
E—aREE ERER A

o SRS bro T (fF REEEEg (WAN) Frm ) e
o So—{EfrEE#ERY br1 T (fFRlEigad (LAN) /i) e

EHFEGREE IR E S EERETERA AT - GIOE KRG SBC -
EEMXIBREREREFIEE

FHIN B P EAR GWE—ER KM - B ETE brl TS - Sig IR TR EEZ & E AR
SFENIKIE - BEEEKHS ? ) AYBEEMERE

o THERBEHR © HERY brl TAErPHY R R BERE XGRERY 1P firkika e A H TR R (De-
fault Gateway) - RIFT/ A EAEPR MRS HUARRS AURF & SC X I REHEVT KOS > F i ek s
SN
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o GREERH © 7 S5RME] br1 A Y AR AR BT KIS 4 > AT DUEREUL T R (A
LER
1. BHEA br1 By DHCP AR5 : [HIEEGEV24F br1 148 L3 THfE &
2. FrEEREVERSURRA RGP LR —CREEEAT > Bk br1 => br0 iy

H#EfT -
3. &R ¢ WA > br THE Ay MRS T IS o B R E IS B R
K E Ryl

HE#E SBC &% © EMMHERYITZ0 > ] UREEZ 2/ i e EARERE AL T REfE SBC, - FEAHIH
iy SIP,/RTP gt imde —/LaE E R EE WAN -

ERHRE R BREEE A

Fo TRt T AR E ) B T BN ) BB OIRAAE R o 3RAPT AT DIl RIS A
B ES R

o FHRRESGRHAE ¢ B EEEHERESS (bro, br1 ) Gk — SRR T Z K48
R#EF ) o WELESR > &—(E br0, bri... br11, H—lHiE &5k EEE T L
AEEHED - AR EEEREFaR 2 et 12 B3cfhas WIS T AR EW T - &
—fE “EEESERCRE” PR EEEILI R WINTHY B EAS R -

o EDI—RREVERE > HE Azblink NFV HYIEESY - BRIE—RFARAVEER “BBhds o BE
RIS - Bt - VPN “ > RIESERITAER - SRNENERFENRRNVE SR
fEH - A LS - ARELHRUKEBERLET » MAR—E86 2 hRVER T
T o ERRT Azblink NFV T2 HEa1tt 849 R I2EBERMRR -

o HiIRERE

o E%?& B (S rE (legs) HENELL " XHAGS | - WAES RS
SE $ERY P firk: -
o Jﬁﬁi’fﬁﬁ D AR E CHYREBEERS /R E L T AREE -
o WERRGER : WUtk F5 | LRERKHE ) (RIS ET 0 JgHE BT

PN

R EREMIREENED

o ECESEM :© MEAMCAVERSER > B8 T R I R R — (g REEs , AYRA(R > EVRTLL
Al AR ENIE - FEE IR RS MR REE R 4R -

o WERHIREE : A FE=ME OSPF B RIPv2 BAHRE - =] H BB H ARt SRR
R (e L2 e as PRI T AR AR S B A

o BREEES: AFEPEERRET TERCHEETEIES ) WEITHE - BT
F n] DA i PR R B B EARAY B S - 1 T RS AR K%ﬁéﬁﬁ%—i{fﬁ%ﬁ
HMNIRES - BITRTE(E ] e B B R FHL -
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o BEPDGEEE ¢ ARVEAGNE—-EML " Border Control ; HIIKETAE
Ab oSSR DURIRATILE 7 T2 - AEREBEEAR N BT E (FERRRPIKRE - 2t 2y

R
ethoﬁ SBC or Firewall Virtualization
u N 1
] | physical host
virtual bridge
_______ physical boundary
bro || pe
-------------------------- network boundary
br3 br2 bri N
virtual bridge | | virtual bridge virtual bridge
| i virtual host L

eth3 l ethz¢ ethl&

16 = [5Gl R i f b o A R e AR A2

NFV Platform ._

Use OSPF or RIPv2 to exchange routing tables

-"’1

subnet 5 subnet 4 subnet 3 subnet 2

> subnet A
¥ subnet B
¥ subnet C

subnet

generic router

[l 17 @ B 5 B A as

N —F o WPIR BT ERE P2 T B B K

23



% _ = EBEER (virtual Host)

(EFEE e LMY HAY > T [ HEREERS BT, -
ST ME AR EAGTERG /| (B0 RS-232 #2338 ~ BEASE ) » A RESeEEELF -
PRI > AR EILE FUEN B A AR - thul/e X ZIE B/ TR e -
WISRIRAE RS B E O E AGRE RS /) - iR R s —hh -

RS L " EEBEER ) AT R R SR R ER A ES -
TR ARIRE » FEBEEIRAL T CPU ~ SC1BAG ~ GEFZER ~ 48R& /i AR A B e
B oo EEiEs %

Ry T A EIAE > WAL T HEE |

o ROt TEBEEM ) BB - BEEBEEENES > W

Mhost OS ; .~ Mhost system ;  "base platform (EBEEZE) |  Tbase 0S| ©
o HHEEEITMT - BIEHITEAESIEE LS 0 A

M guest OS (FPEIEFEALE) 4 ./ "guest system | -

E—fEAkm > TR ) ARFgaEEH AN guest OS ¢ (HEAREGH
PR SRR RNEREIRAS (CPU -~ SCIEHS ~ HERE ~ 49R%MHEE)
A& guest OS »

FEREIT S e AL AT > RS E BB R ARG A - Al

LIS A E

(AL Y ZeaA RPN
srlicsa ke e EAR AT AEY CPU &
FE i LA L D Z K48/

HrpH B MR £ — B E Y - AR DL & % - B0 - BEERZERAV/ N BLZ &
#IE - (BT 2% FEEIRRAE guest OS WET > BB EAEZE 240 - A REEIRERTRE 22
[ - B8 T RS EAR ARSI AN ) ANE ¢ BCTRASHY SR G R AR R R B EE
NRBAPRRI AT AR - g EReET EAVIRGIEIE R - AN AL S i EARE e T & -

—{EESBE 2= ] DAEJ R T 22 (R e A ) -
WIS T AT EREE A EEOREEC RS E | AR 2 TR Rt E SRR
wEATRESE AR DL IR |

o HROBRE Bt B ERANEAEED |
o BCEENITE R EAR A E AL B A R A N YR

RIEE > FERR SR o AR B BRI - VAR A P 2 A F &R EIR -
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1€ guest OS WVAEARE » EFTERIHY "HEEG ) - EEFAVE AR 2Ry -
RV B - AR FREERNREREN o &y TEGESrAVERSEE - M8
FEFBE TR IR A E T R MR guest OS BB REVRKRENT » FAEETHE | -
BRI R RS A - AR T ARG e S B mT TR

IEATHTEFTR R > BBE P 2REETER . —  BUEREhZe PR e £ 2 FIAVAERERE (% - B—
B Rt A ] DA 26 Z K48 ia - oy I e FRUfa RS b o iRz ) R
[E]HY IP T4 - S{EfEREastErY A O EREIR - 2HhER FEsm—aHy -

B EEEZST (guest OS) ¥ KM M EIHYERITT A AIREAE © ARG RE) DHCP i F (=
AR HUR TP ficsik - ARYRIFEZ 748 2T DHCP falfikes - B EAM EA& T EC IP Ardk - & E—{E
IP -4 [l A R {18 DHCP falfiees > B nJ REXEREZE - NILER SR OJAGECRE— T4 2
B — 1l DHCP {alfk 25 -

WIRAEREES A HUERSIT G HARRE T 52 NAT ZIRG RS B - ANEIEREREES A T N EMIX GRS
B J&& N EREAVAEESES 6L - AE TP AFEH TR H AR TP ikl S s Rotétes B 0y IP fizhik - 26175
EARRA] AR A S0 o 5 L AP 0 A Z i e TPl B AR T -

B TR TE I AR A T S R (EAE B 2 A1 (F R B AT o 0l s T R —
FHIERIN 2 KA o BB L RVE B FEENEREIE S > A e B[ S SR B 2R
Eo

Ry B AR It SRR AR o RS L E T S R TEAEYNEIE © ISR T R
G E A LA E IR ERCR o MRS cuest OS SEIELE - HAIE ol A5 R S AR FEL E
FHH o Windows Z4f— IR IR ERARR YR S8 2R » DARREAHRBE R & 7 Linux %48 E 0 2158
APV R EEME N EUE KVM clock 1E AR sCIR -

H—E R E S HEk—(E TCP #&RIE - J5{FEHER VNC Viewer (5% SPICE FH Pl ) ##
RFZ R TIRE o BRI TS AR [E R B E A A R SRS P (R >
TARERE ETHIAERE R ER T > A BERK T A RS I e £ A% o

R AR P 2R LR B B A - ST DU S s i AR P 2R e 1P bk B
SEGR > 1B Web M EHEITHRTROEHEHE -

http://ip_address:8082/apps/
“admin” [ = {5 F THEEZ S “admin123” o (XA] DATE PR AERS B FE 1 AR 1% BE CAURE RS -
LU R Ba4GE S a0l AV & L > AR -
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Upload CD Image (L& %% .iso 1&)

ﬁ Upload CD Image for Instalition

System >> Host >> Upload CD Image

Select Image file to Upload Select the Image File to Delete

Browse... | No file selected. WinXP_SP4.iso
Windows10_64.iso
Windows7Professionalx64SP1.iso
debian-9.4.0-amd64-xfce-CD-1.iso

) ubuntu-11.10-desktop-i386.iso

) ubuntu-17.10.1-desktop-amd64.iso

_) ubuntu-18.04.1-desktop-amd64.iso
ued102.iso
ued103.iso
ued106.iso
ued107.iso
ued108.iso
ued109.iso
ued91.iso
ved798.iso
ved798w.iso
ved799.iso
ved799wv.iso
ved800v.iso
ved805.iso
ved807.iso

Upload

18 © EEFBYERADLIREE

%Z%EFE it THEE CD,/DVD Gt 22 8EFE 247 > IR B e BB TEVEE 24710 1SO {5
f& - A58 " System — Host = Upload CD Image | ThEE F{EHE AL E -

FHERGAEN RN R B AR SLEE R BRI —F > BAE LEREsldE A SR 15
JeR - ZEMBEEAEE N - SECH scp BEEME R EEn 7= 0 i 1SO A8 B E H T H 8%
/home/qemu/iso o

== .
n)%/

o HELCENEMEM scp > EEEFEZ LAY sshd MRIEAEHRIT |
o et WAN I (FEPDKIE PR A T ety BY—(AD HA > RITEFED K& LB
TCP #8222 > A HESERK scp HER B {Hig -
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Add Virtual Host (B3 E#E EHE 5)

) Add virtual Host

System >> Host >> Add/Delete Host

Add Host Select the Host to Delete
Host ID duda (VNC 5905, SPICE 5805)
Disk Space GB Emulate NVMe Jiped (VNC 5802)
. . ’ L ) ubuntu (VNC 5903)
SO OcEle win10  (VNC 5901, SPICE 5801)
Bri_dge Number(s) to winXPa (VNC 5907, SPICE 5804)
Join (012345678910 11)
Ethernet Model Intel e1000-82540em + Delete
Sound Device Intel ACS7 Audio *

USB Tablet {especially for Windows)

VNC Port for Console (5900 as basis; 5 for 5905, 6 for
5906)

SPICE Port for Console
(for example, 5801 or 5802)

Add

19: 7 17 1 Bt A B (511 2 B

Fo TN REBE AR EP] » (EFRESEE "HostID | DUNGZRE BEERAVIEREZZH - il AR
P RRAYRE RS ~ 24 AYSR B VNC SR 28 -

H. Host ID {8 I fEAAEE V-2 ERAiE S ReiBt L% - B guest OS PYELAT{EE FHRY AR RE
it | R ARG o

"USB Tablet | ZJEEHE A2 VNC BLH] S E4% 2 Y08 B ARE D R -
WIRFFEEE S F0E Windows » FEERLJEEILIEEIH - ROJER; > 2 RTHEGeftHYE PS/2 S

SE BT
/%BEQ °

oLt SPICE Z P b DURFE S PR RS S8 X 23T SPICE & FUmHEE 4 (Client
0S) - ERFEMHEHEEERES - /A Rt TR SN SRS B

o FHXEENIIFZ A4 ({141 Windows XP) o » @5 |] DU RIS {5 A
AC97 FZRHEE K Realtek 8139 Z KHEHEAIES -

e 1E ﬁ%ﬁE’JT’E%‘%%Z)‘E (141 Windows 7 2¢ Windows 10) H
ACOT7 W EEIEFE A » MHIER Intel HD Audio #£7C ICHY &R 48 -
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HN B ETEERIRE 25t > MTEAE IS FTA A RERVREICEL A e M X -
R A R HTME SR ARG AT - JeaHE B e S A R At & -

SERR DA T TAdd, 1% 0 AHBIFRE IR ENT Host ID - 215 HANE A T EFH TR
fIE H > BIEERER1E T System — Host — Host Management | * 1§ CD_/DVD B & & k1 22
HSERRZ R L -
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Bridge Assignment (1{51Z 7 fic)

@ Add Host Networking Interface and Place into Bridge

System >> Host >> Bridge Assignment

Add or Delete Network Interface

Host ID

Bridge Number

Ethernet Mode! | Intel e1000-82540em + |

Delete Add
Host ID Bridge Number

duda 00:90:FB:0E:D3:10—>1
00:90:FB:99:B6:69—>0

ped 00:90:FB:3D:14:0A—>1
00:90:FB:15:8E:5B-—->2

ubuntu 00:90:FB:53:C6:DA—>0

win10 00:90:FB:9D:98:EA--->0

winXPa 00:90:FB:29:70:87—>1

20 : fmift B G R RS TR B LR R A

LR E T EREE A LA E S A 2R i (IE: MAC (7 HE0R ) AR P HIiE T

G EBFNIEESOE - 55 /0fE BT A S HEHY Host ID 2 Bridge Number - f{%
"Delete ; DUMFREIATHE - ZHIEEERF - 55%0 A HostID ~ Bridge Number 17 K421
5t 0 A&IET TAddy DASERGHTHY -
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Reset Of Memory and Tablet (BECXEC 1582 £ USB Tablet HYER TE)

) Change the Setting of Memory and Tablet

System >> Host >> Memory and Tablet

Reset the Size of Memory and Tablet
Host ID
Memory Size(MB)

() USB Tablet (_) USB Mouse
USB Keyboard

Submit
Host ID Setting
duda 2048 MB
ped 2048 MB
ubuntu 2048 MB
win10 2048 MB usb-tablet
winXPa 2048 MB usb-tablet

21 * FEEECIEAS S BB RE fEfHY USB Tablet 25

IR ERE AN > DI FE HERE ©
‘ER{EF VNC Viewer B » 15235 EFEfEFE " Guest OS | B " Client OS | (BIVRAY{E A ZEHES
173 VNC Viewer 23X ) Z AR [E2D » 7T LLFE B EUAH USB Tablet 288 2k 022 (# 9 -

LA THEAR BLHY/E PS/2 VR R EERAR - QISRIRY Guest OS 7% PS/2 F5E - il R AE R PHAER 5%
TERIHE] > ARNEEER -

PRI FREEPESE A& (141 macOS Mojave ) 1571% PS/2 7gEd /##1% - A5 P& USB Tablet -

TEBTEEN T - B 5EE USB JB E8E USB 818 > A4 SPICE &= ({14 virt-viewer
ok remote-viewer ) ZRIHAREE e 1% -
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CPU and Chipset (FAZE cpU E(= & R HERE)

@ Change the Setting of CPU and Chipset
System >> Host >> CPU and Chipset

Change the Number of CPU(s) and Chipset

Host ID

FemmEmiEss 2020z 2| e e ¢

ae || sse3 ssed.2 | Jaes [ Ixsave | |avx |_|xsaveopt | |xsavec
Add CPU Flag(s) il 4 L ‘ ke
xgetov1 [ Javx2 [ |bmi2 [ |smep | bmi1 | |fma | Imovbe invtsc
Number of CPU(s)
Sound Device Intel AC97 Audio =

| Emulate Intel ICHY Chipset (Otherwise PIIX)

Submit
Host ID Setting
. Penryn kvm=on,+ssed.2, +aes, +xsave,+avx, +xsaveopt, +xsavec, txgetb
4 CPU(s) ICHY HDA
ped 1 CPU(s) PIIX HDA
ubuntu host 2 CPU(s) ICH9 HDA
win10 1 CPU(s) ICH9 HDA
winXPa 1 CPU(s) PIIX AC97

22 : §% CPU BRELE K 41

FERENT e e LA BIF % (i F] Intel PIIX & 5 46 - PIIX 242t PCI-to-ISA f&#% ~ PCI
IDE %8s » DAK AC97 3} xﬁz EE’FZ&E il Intel ICH9 FI| =22 A > SATA (Serial ATA) %5
ST -

DRIE - et S R e A P 5L 5E IDE BRRR - aiise s PIIX ; 5 45 SATA BERR - HUfECLH]
ICHO - ERSTRIEEMIFSE S0l A 2 T% SATA Wbk » FEEfETEN Nt JABEEH PIIX -

—EE T o TR AP B CPU BISRAHTAVEEE CPU AU5% » LIS EATMAEES

PEELRE - AIRFLE(F R s e A T2 ey CPU ?F'Jsféjz CPU JEAZ (40 SSE4.2 »
AES-NI) - A DIfEEE I TN S Y CPU &%
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Storage Device Setting (758

& Storage Device Setting

System >> Host >> Storage /O

y Extra D (s)
Host ID

Use Program Flash (to Replace
BIOS)

Extra Program Flash

Emulate Intel ICHS AHCI

Use Extra Hard Drive ©

Use Extra Hard Drive 1

Allow USB2.0 Redirection from Client OS

Allow USB3.0 Redirection from Client OS

$87F)

axX A&

Submit
Host ID Setting
duds -hda /homesgemuivaisksiduda.img
ped -hda /home/gemu/vdisks/ped.img

-hda /home/gemulvdisks/ubuntu.img
-device ichS-usb-ehci1.id=usb2

-device ichg-usb-
uhci1.masterbus=usb2.0.firstport=0.multifunction=on
-device ichS-usb-uhci2,masterbus=usb2.0,firstport=2
ubuntu -device ich9-usb-uhci3.masterbus=usb2.0,firstport=4
-chardev spicevmc.name=usbredir.id=usbredirchardev1

rdev,id=usbredirdev1
usbredirchardev2

-device usb-redir.chardev=usbredirx
-chardev spicevmc,name=usbredir,
-device usb-redir.chardev=usbredirchardev2,id=usbredirdev2
-chardev spicevmc,name=usbredir,id=usbredirchardev3

-device usb-redir.chardev=usbredirchardev3,id=usbredirdev3

e 23 : KO ERE

ILEEAAESHTRA T o g~ g IR BFEANRE "Rl (Program Refresh) | I
BE > DU BRr e E A E A 55T BIOS BZES N REFEEE o A R A VTR ST B #%
/home/gemu/extra T > A & HIRAE T HEEE L EEEE -

—HEER T - EREPFE NG G LRI AR - (F R FEEAESE AL (guest
0S) HYRIEHEL L AEEHENY - EREMINTEEFECE - BRI MIIRAE T IDE BESRHFRE - &RFF
HH#EIE hdb ~ hdd FECE ARG ¢ 5T ICH9 AHCI (SATA) - RIZE RIREERS MiZhE & DUB ERY bus
ID AR > HHERAESLIR S 4R AH R A FZE R SRR T -

EERMIRIMEAE T qeow2 A2 1 SE 0T LEA HAAS NHIRMERERE - AIfE(E— Linux Z:4¢ Li%
i# qemu-img T HAE{TAE (A -

USB E&[a (USB Redirection) Z#AEFEIFELMGH " HFinfEEZ4 (Client0S),
[EHIZIRE > FIFYLE Client OS _E¥ATT SPICE % Silithy - i USB 2B E#EHEAC45 guest OS ] -
BEThRENGIRERTA TR & IR

o 1 guest OS ¥ > WV/EREIEWEY R ICHY USB #1828 (EHCL/UHCI) BTty USB 2.0
HEE > ki NEC &R &2 PFrEe ity USB 3.0 455

o 1F Client OS ¥ » USB 2B H BB EAR] » AR Client OS HE{HH

o UL SPICE % Pl e B 224588 ML BERUA USB EEE RIDIEE—FIXIAE Windows &
B (ER remote-viewer B¥ o WMESEZAEE usbDK A 8E 7 $% USB EE&E |H] -

GO T EWERE ) EETEEHETHY BIOS (B UEFD) B > Z &R a] HEEAE [F—S= HEE)
FEfE T - /A FERY N E BRI -
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Host Management (& ¥ 3 # &18)

(') start or Power down the Hosts

System >> Host >> Host Management
Host Management

Stop Start

Boot via UEFI
Boot from CD/DVD
Salecil T e we e e e e :

(_test01 Stopped
_test02 Stopped
(Jued Stopped
(ved Stopped
[_Jved2 Stopped
(_wed Running
(_wed2 Running
(_win10 Stopped
(_winxp Stopped

24 R E

B KRB e AR > AR EENE CD,/DVD BREAERINK - i E R A BB f L AEATERR
i o

f£ T EREE ) ST o 5508 T 1E CD,/DVD Bt o BEEAEMAY CD,/DVD BHEAE - FE
TEERIERE BN - et TR o SRR RECTIBERE - FEEIERY " Host ID | 5B
BUR T ) IRRE -

FEHEEREIL T > CD,/DVD WHEAE I E R BAOLER - i UR 2 2R A 22 8e R+ sk
ATy T4 CD,/DVD B {gAE > {HALVAJEE T CD,/DVD Bt -

L EGERE T > nLUE S VNC Viewer SR FIREHE LAY EIEE © BIRAVZERE AR E
guest 0S BT HF - —EiE# CD,/DVD S8Rl FSR i it - T DUCRAPARE ST - A
BEh > S REAFTFE A CD,/DVD B -

SAFFAER © 4£ VNC Viewer (¢ SPICE % Fl) tsR EIEEET - A ARV S0 FEHY IP
fir ik BAFE EHY TCP 3B - [ 2R e LAY TP firk: -
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NIE B f# A VNC Viewer 4R £ e T 1% > #1T Windows ZEEFMN TG EHNE

Hel File Edit View Terminal Go Hel
which is TrueColor. Pixel format:

hyt flrst in each pixe
n 255 blue 255 shift red 16 green 8 blue 0
Image
nup called
2§ vncviewer 192.168.11.202:5907
oTcpAddr: comect: Comnection refused
0 VNC
ncviever 192. 118 11.202:5907

i Windows TEER

rthiestGra
NorthWestGravity
NotUseful

te: no
+69 -891-243 +5-243
#aE—T (T2 A

67-hostMgnt . png

7-hostMgnt .png
bet. png 10-vnc.jpg
et.png

1 25 - 1 VNG Viewer HE(F 1 - (10 S REIiElE]

T L) UEFI BB 245 » #5205 " Boot via UEFL, - §5FE > AFZATiftay UEF &5
EP‘: 64 fLTT RS THY - RIS FERYBRTRILAS I > UEFI AITRE 0 HE 64 firoehy —#Efr
T -

&t AT DL B SPICE 2 Pl ol 7 HURE febtry £ 4% 5 - SPICE & Fimifi 284 VNC A -
{BEESN IR VE R ThAE - SR SPICE ok VNC & P » & A] DUE B ERE 2T — ¥4k
IP frhbin S rERSE - AR FE A LN E S -
e B AN 2225 B @) Microsoft Windows > H 52 RAEREERTE » 7 1% Bl & A% Windows
(4N RDP BCEMARS ) B > AFEEH it F A0 IP vkl - IR EZM 1P fi
HE -
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F =5 ZIR1EH ( Border Control)

Border Control mechanism on host platform (B = A2 15 12 I H)
ESLEATIR ARy B EEEE] (Border Control ) Thit » HZ O EMERRIRE* " DGR BE
fir | **RE TR TR -

1. BiESREARLZEEEE| B[

. ﬁ%‘ Frag T DAtE RS B EEAL ) o ZI%JE%#}_EWE’]%J FIER BIRE R EERE R
£8 (Virtual Bridges) ZFaﬁEI’\ji'%%;ﬁEK FHY -
o HERNHEHNEH : *‘TE‘%ZJ(%%%I\@ ( Physical Ethernet Interface ) {FiE52HVH T » &
BB R R YN RS - WA E R 2 EIRE o I -

2. [ERME RSB EEET

Fo 17 EAF BRI EE P B2 R A PR A - R PR DA T AR A

o BIEHEERTRINBATHES ¢ M DI —EEHHEREES (brO, br, ... ) MG A EREF
BEIMNRNER Z RGeS (br0, br... G —& & [ERHS#Es) -

o EBESEENVERE ¢ REEE LoV ﬁﬁ”%@@ﬁLib r&l\ﬁﬁ)dﬁlﬁﬁj

o P HHENE Gy ¢ RARCEIEEEHE R RS LAY IP izt - AT LI Ry is o EIfE S E 5
w5, AV IP kBB -

&S - ST AR o AR R LAV eI AR E - RS LA R R E (&
S (SHds ) _LHYBILERRS -

3. FERR PO KB B IEER T

TR SRR - B 2 TR e BHia 25 81 0 B o — (B K &Ik (Zone) -

#2528 (Bridge) E%f?ﬁ (Zone v o wigiE
b RS MIBAERS B E T R EAY & 5, (WAN / In-
ro net
ternet) o
br2 dmz RRIEFHFEE - FREE nT I MR B AR -
br1, br3, br4 ... loc REAE & (Local) - MEE ZEFEER=EHEE
br10, br11 (LAN / Internal) -
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4 AIEFR  ERERNTELRE
FERCE SN KSR A > R EHA TIFstE e — S ER AT « ERSEZKEN

T FE R R B — (B B AE R Es - B VRS TR R R o R —(E 2 2 > WE
FHRZ RIS B R Al -

etho

s

viftual bridge

é\o

br3 br2 bri

physical host

virtual bridge | | virtual bridge virtual bridge

h A A
4 i

¢ ethl

-

eth3 eth2‘

26 : HE BEG IR LT T A2

7

Fthernet Switch

Zvith IP address of bro

physical host

IP adress of br3 A IP address of br2 ¢ IP address of brl
h 4
EFthernet SwitcH thernet Switch Ethernet SwitcH

o

27 @ LIS SR SR a3 1L A A
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75 e AR B > R A0 (T B AR BB R R e R A

A DI —(E R BeiE s G AL A B P B S MR R B G KA BT A Es - AR P2 A3
SN RAE T T Al B RS SRS b o [RAEEAERE g Ees LAY IP izl - aJ DI RyiE e 2
RYES M THAE S HEAC A _EAY TP ikl g oy -

etho
net

|

vittligh bridge
§

0
fw
physical host

br3 br2 bri

wickual bridge Lvirtn::—.l I:r‘dgeJ virtugl bridae I

W~ A
Yy
dmz [_\/@ loc

loc

eth3 oth2 ¥ + ethl

28 © B2 DK IERE o

ERBEREBEZEZRME  HRRAMNEE

B R B LAY Z RS T R R AL R A R s B > 2T e EIF 2R T TR B S
AURARN > DR T s as TS 2 iatsk ) HURRRIFTAYSR - ML > ARETEE AT - DEPGE S EI
FE 28 b H e PR R RElE] -

1. BEERARR

SRS |BEE | 3
(Zone) oy ZetE BHRIF R
net br0 SNBE - BT - HPEEPEARE (WAN) -

ARFEAH net IYEIMRFSELR - WIEGE

dmz br2 jEﬁ%@ ’ %ﬁ&“ﬁ&%@iﬂj ° Wi-Fi %j&l\'fjﬁﬁﬁg
loc S (e AR s TR (FE e GRS
o Na [T S (FAMER 0w 2 e |

FH) -
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net

br3

br2

fw

bri

e

tual %e |_\-/im::-.l br‘d}{l

virtulal bridge I

X f N
Ioecth; \ 4 ‘ethzl l ethl

29 /A " net ; EISEVEEEST

2. EREHEIHTERA (net,dmz, loc)

PUNFARLEES T HEBEEM ATE1E I PRV FRER A AR -

RIFES, ||| HHVEE||net dmz loc

loc — (REFP) | (EF) || (BFP)
dmz — (REFP) | (EF) || (B
net — (FRIB) || (BB || (BRIB)
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etho | ,

2

vyusl bridge

net

bro
fw

physical host
br3

rl
virtJaI bridge I
i

]
) (¢ -

TUC * Y
eth3 l eth2 ¢ ethl

30 : 2RE "net, EIRATHERETR > THES AN SEE Mloc B Mdmz , &3 -

br2
vi:tn.el?;@;e | virtiahbrid

A.net B ( E5MFER ) FRAI

- TERRERH © ACE net EEUIAERET o {EFRLHNL TR loc B dmz I, -
o FIIR I net EILELRGEIEAEES (WAN) » A PR F 118 AR -
o BUSNEIRL : 3R net i Bk dmz 5 loc » MERE #8% (Port Forwarding)
A -
o HHEEES | AEHRETE LSE —EESNBINE - 1 net BT AR
&R > EERFHEEN dmz 2 loc F 1% -

B. loc EiF ( WERTEEN ) #RAI
o THEXHMEFR : loc EIEHHY % » THE 0] DIfFHUE R EI Y 4 (net, dmz, loc) -

o NATREH :

o loc = net IVAEEEIR « &4 NAT B3 (2R IP & brO#y IP) -
o loc=>» dmz = loc = loc NEAF48 : F&EF] NAT -
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ethOA

net
Y é
virtuai-bridge
bro
fw
physical host
br3 br2 brl
/__-\
i " brldge Ivi =1 I:r‘dgeJ virtuaMNgri ael
F 2 T T
Bra ’\/irtual host c

= NI

& 31 : ZkKE "loc, ESRAVAERET
C.dmz EiF ( FREEEER ) #RAl
o THERFRA : dmz Py LM > THECR BIFREY loc Iy 1% > (HET AR net & 15y
T -

. %1% I BERFE - DR Wi-Fi AP Slpa BRYMNER A SR Rk 25 U dmz lEadsg - (sEE:
REZELREISMEL (net) » {EfEEEBH#E AAES (loc) -

tho
© T net

|

virtuai ':n*idge

bro
fw

physical host

br3 bri
/__M_“\

’
wirtual bridge | vigfishilor dgeJ vir‘tque I

SN[ e
" ml (B

32 : 2kH " dmz, EﬂZEI’JZf%IE%m  FETREEIL P AR AL loc ) 1 -
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3. IREEK (BBFHEH)

o HERERE IP TR - A E B 2T T ERH )

o CEBMUME GV ERTEBAVERI SR o B HETE B g AR 25

o EERMRE: K BRI EIEMRE M T ERY TR > ST Y BRI T R
BAERMTH ERY IP firhl | 350 R HIRERFE (Default Gateway) - sifE H SR IE
e e AR A ELM T4

4. ERFEXEG (fw) BIFEUREAI
fw @i (R BREELRS 1K (FESHE EiTiEEE ) -

RIFEEE |||ERES|| net dmz loc
fw — (D) | (#F) || (BFD)
net — (FEIB) || (BB || (BRIB)
loc — (REFP) | (EF) || (BFP)

dmz — (FIB) || (BB || (BRIB)

5. FRRAIGRE AR EE

o EETLERIHAA G BB EREEE T E S o (HEHE A DUER /T ERrE A5
A > BERE ST B SR S -

o ZEHSEA—E#E Troad ) WY - EEEL VPN DUR AN ELEE V22 N E 7 EAERE
HATHEROE R E R SRR -
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Port Forwarding (35 £%)

1B #E 22 (Port Forwarding) ¥ A5 E

SRR —EAISMERT > IR AT E net l&dsk (B ZHIRMEES ) HURE » AEFE BALEE T
ZkifE > ElEE dmz 55 loc &I A YR E R it A% -

1. B8 SEAYIE(E[RIE B NAT ( Network Address Translation Bt i ) BA{4%

e ge 2% DNAT (Destination NAT) S{E{EELRE 2= FE(EN -

gl EEEEA TR
HeE NAT & dmz B¢ loc B AMSFEAE RS RIS - B L E e B E e 1P || dmz
(5|<| AT) Eﬁl%)ﬂz br0 i3 IP izl » WS IREHY TCP,/ UDP BB Fi4RE  ||[= net & loc

° [BEREASILR A2 - HEE R TR - net HYfii & -
i%i%é%ﬁﬂmi.ﬁ DNAT E{F - E2KH net (VEMEKERGE V2 || net £B)

ii’i«”f“ [ - DNAT @R Befly M EEY 1P fArkt ) - WAHTOTEINY 1P EASRERY

PP (BIEsE) k- SR °
o FHEmH : ZKH net &k - HIEEAMVFEAGHVME » E i ENR S S E sk i
'J TR R EE
o REFIEA : A2 LIEE —(E TCP =2t UDP &5k - K H #ysth K fkmE V-2 H
ZIRGRAVRE - #EF] dmz B loc ik Y oAt 4% -

2. RESREANHAE

EL
] aE DL e e B mE iy e R RREE 2 H Al ¢ [Border] = [Connection] =» [Port Forwarding]

@ Port Forwarding Setting Stop Border Engine Set
Border >> Connection >> Port Forwarding
Port Forwarding Remove
(=) Target IP Address to forward Hittps or Http Traffic: Servers Behind the Border:
loc 1 |mmmmm————— None in the list ——=====--~
() Others
Port Number: Protocol : TCP 3

Forwarding Target IP Address :

loc

Submit

Remove

-

& 33 1 IR EEEG E
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gl

%

§EEE HTTP (TCP 80) EZ HTTPS (TCP 443)

ELRESEELE bro _FHY IP firhil B 192.168.11.202 -
dmz @Iy A H IP B 172.16.11.119 -

s ERA ¢ R/ E P EHE AR dmz S A EEEEA¥ P firdk 172.16.11.119 -
&R ¢ ESMI L] 192.168.11.202 Y TCP 80 B\ 443 MR} » EELRHIcH Al igEs 5]
dmz B3 1Y 172.16.11.119 T4

=
Zz 7
A , traffic destined to 192.168.11.202 port 80

net

[

A

\/irtua: Driclge

fw
physical host
br3 brz
r 1
I wirbwal bridge tirtual hradgeA | virtual bugdge |
e
A virtual host loc
Loc |
eth3 w /lethz ¢ ethl
éﬁ Ethernet switch
host with IP address 172.16.11.119
=
—-‘"—
*

34 : IREESEHI ]

W NEFTR @ ZEEEEAE Tbro EHYIP{irkl/y 192.168.11.202 ;[ dmz, E&IANAE —5 EH
IP firkl £y 172.16.11.119 © 4N EHH43 5] 192.168.11.202 FY TCP 80 # (HTTP 48 ) 0% -
iEEEDL 192.168.11.202 fyJ5ta HATAVEI (L Er{RIBESEAR A R AL O 289X 5] 172.16.11.119 -
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@ Port Forwarding Setting | Stop Border Engine Set
Border >> Connection >> Port Forwarding
Port Forwarding Remove
(+) Target IP Address to forward Https or Hitp Traffic: Servers Behind the Border:
| loc s -->dmz:172.16.11.119:tcp:80
e --»>dmz:172.16.11.119:tcp:443
(_) Others
Port Number: Protocol : | TCP 3
Forwarding Target IP Address :
| loc
Submit
Remove

35: HTTP R EE ]
T ESETEEEEE HTTP B HTTPS HYRRA > HERAE HARE TR " dmz o 0B A HEEEARAY 1P {2
fik 172.16.11.119 > 41 7R REE R o

ﬁ Port Forwarding Setting Stop Border Engine

Set
Border >> Connection >> Port Forwarding
Port Forwarding Remove
() Target IP Address to forward Https or Http Traffic: Servers Behind the Border:
loc -->dmz:172.16.11.119:tcp:80
-->dmz:172.16.11.119:tcp:443
(s) Others
Port Number: 25 Protocol : TCP
Forwarding Target IP Address :
dmz +|172.16.11.119
Submit
Remove

|-

36 : HTTP JRisEE a5 B fi ]

T TR BElg o GRIAEBESEUR SR ¢ FTAZA{E TCP IR 80 Hil 443 YR & » Ki
fZE5) T dmz | &dk 0 1P firhk B 172.16.11.119 (15 4% -
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gaf5l : B3 SMTP (TCP 25)

5 H5RE SMTP (TCP 25) 4t sd 21 1% 172.16.11.119 - M FREH A H ARSI EL 1P ikl 72 s ]
m o

@ Port Forwarding Setting

[ Stop Border Engine Set
Border >> Connection >> Port Forwarding
Port Forwarding Remove
) Target IP Address to forward Https or Hittp Traffic: Servers Behind the Border:
[1oc 3] -->dmz:172.16.11.119:tcp:80
——e -=>dmz:172.16.11.119:tcp:443
(s) Others
Port Number: |25 Protocol : [TCP %

Forwarding Target IP Address :

| dmz $ | 172.16.11.119

Submit
Remove
[
. e
37 : SMTP SRl
@ Port Forwarding Setting Stop Border Engine Set
Border >> Connection >> Port Forwarding
Port Forwarding Remove
(s) Target IP Address to forward Https or Hitp Traffic: Servers Behind the Border:
[P -->dmz:172.16.11.119:tcp:80
-->dmz:172.16.11.119:tcp:443
| Others --»dmz:172.16.11.119:tcp:25
Port Number: Protocol : | TCP *
Forwarding Target IP Address :
| loc %]
Submit
Remove

38 © i SMTP HREH SR 1R Y ko
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3. IRAIEMEABIRS | ZER

o HE: FWEW (HriMoisit) HAlR - AMESE R B EFR R EE RIS - &
A GFHEHIEAR -
o BENER
1. /J#E - 7509 " Stop Border Engine | fZHY /TEEH% T MSet | o
2. FF5|Z8E 1% - HUBRSEZ TR R EE T " Set , » BISERKEEHTELE)

I

4. BHEEHRIEER

5

SER W&

PEEE R R T (40172.16.11.119) HTHERRIE - WIHEE HEREFE
HEEEMREE |[EZx T8 L (BOF% br2) BYSE IP firhl - o5 [E]fEE AR A R[]
JFG S K i -

BRI R R T E] dmz BEIRAYFH - M3F loc IS T - B Rk
E PR ARRE Y R B R R AR T B ED loc SRS - S IDJE b Bl s, -
ERUHREE o T BEERA T ERSREHE ) B HE—E$5M 1P firhk

) SRS AT AL 5 b HIF AR - T A Loopback (s Hair-
pin NAT) -

ZetER

BEZNKEEFEEMRSES
IS MHE Azblink BBESEE 2B HVAdrs iz hkidiia (DNAT) BIEZREIRM -
1.DNAT EE[FIBEFRIEER
o DNATEZE : DNAT (Destination NAT) HfERE  fE/NT B EIREAR L2y > S
Ay T BEY P firhk o ARFEAHTYE A 1P R E L .
o FRAIEIRE : EE(E " Port Forwarding | H HFTIYE —FIREIZEFAA% > T]LI{E [Border] &
[Rule] = [List / Remove Rule] EHH - FBEEFEAVFRA] » HEHEFEIE]F DNAT o
2L.ERLZEES  BhEERN dmz

o GRS ¢ iR RFTERESTIHREEECET] dmz B EH - 1fTF 2 loc BB
Y ER -

JEBREREA ¢ E HRERHREEHE R loc BRI - FTAE &K H HEIRAERE R R BRI (I
BT RIE ) EROE ASERAERS L% - RIEHE I loc EERVZ T EIRAFHEE -
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3. Loopback (Hairpin NAT) PR HlzR AR

FoRIEE « BERUTIRERR > BERAFKE [ HEZRAERSHAE - EHAR—
{EEF4M 1P Ak BURSFAFHUE & T |

#P ¢ loc I EHEESIMNAATAE bro #YASE 1P _E - loc I Y A P 7 S s (i A 4
P &R - BEHEME T Eh S\text{IP}S FEPNERIEIEE | AYFHL > WEFEH S\text{Loopback}$
LIRE

ARG FRA -

P ERRERE - AERVERNEMRET - FEH Loopback IEE

FRATER © IR EIEUEIEIIEE - 52 BRI Tved ) IR - ZiAsEtTE
& 7 52 H4H Loopback FHEHS 1% -
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Connection Tracking (GE1EiE i)

T AR RE A B s 2 AR R -
#xa[Lli%E4#% T Border —» Connection —» Connection Tracking |- % [ TR~ #HAEEH
HIH AR IBHEE RN <

&) Connection Tracking

Border >> Conr ion >> C jon Ti
Display
Protocol Origin Reply

-

39+ LGB E

@ Connection Tracking

Border >> Connection >> Connection Tracking

Display

Protocol Origin Reply

src=192.168.11.202 dst=192.168.11.197
sport=8082 dport=51889 [ASSURED) mark=0
secctx=null use=1

src=192.168.11.202 dst=192.168.11.197
sport=8082 dport=51893 [ASSURED) mark=0
secctx=null use=1

src=192.168.11.202 dst=192.168.11.197
sport=8082 dport=51892 [ASSURED] mark=0
secctx=null use=1

src=192.168.11.202 dst=192.168.11.197
sport=8082 dport=51890 [ASSURED) mark=0
secctx=null use=1

src=192.168.11.197 dst=192.168.11.202

tcp 6 26 TIME_WAIT $port=51889 dport=8082

tcp 6 431999 src=192.168.11.197 dst=192.168.11.202
ESTABLISHED sport=51893 dport=8082

src=192.168.11.197 dst=192.168.11.202

tcp 6 95 TIME_WAIT sport=51892 dport=8082

src=192.168.11.197 dst=192.168.11.202

tcp 6 25 TIME_WAIT sport=51890 dport=8082
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R GE NERMELSZE REAELR > iR E % BN R, - SIEER T
BLESRL (P2P) W0AG - A DRSS L EH AR (AR - P IBE i R -

Actions after Receiving Network Packets (3UZ 48 3% 31 E1 12 RO R IR S {F)

EAEGEEU S s B Ry o A DUARZEN LRI NS Eh{EZ — ¢ ACCEPT ~ DROP -
REJECT ~ DNAT ~ REDIRECT -

B—RELIP RARBEAVRIAL > W GRS T E B AR HE S S E A E L F - ¥ RS E
fifi -

o EMEAIR (Source)

o EMHAYMH (Destination )
o TpEZEAY (TCP =k UDP)
o HHYREHFIR

o JFARHEY IP firkk

P EE B ELEIEE AT aRAIRE - e B R T T -
OGRS BN R - AR SRR REEPRAE AT -

ACCEPT ENfE

" ACCEPT , FoRAeFPTA & o AR A A RS i im a8 o

B0 > FHBEFFETAR " net ) EIBUEEIFREE (@B Tfw, ) #Y Telnet 2847 (TCP 32 23) >
A LUHT B — AR - BhfEEEEE ACCEPT » R0 T -

Source : net
Destination - fw
i * TCP
Destination Port * 23

DROP 1 REJECT #nfE

"DROP | BB AMRFVER - Rl R

"REJECT , AIE{EE4EE4mEy - FBhEESEEREIE (521 TCP RST ¢ ICMP unreacha-
ble) - B AIRAIEEGHIELE - BN LA K S &I A EE T —4HERHRA]
AR A RS s T Rl > A TRE SIS " DROP , B¢ "REJECT , #Rl  Fi40 -
THEAFM T 0 7€ Tlocy # " net , WYAERSRIE AP « WRARIEEE IEBTARE loc El net #Y HTTP
FEL > DU — AR Al - E)fFEEEE DROP » fRR(F0F -

o Source : loc
e Destination : net
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o i€ - TCP
e Destination Port : 80

REDIRECT EB{E

"REDIRECT |, FnkiAFER FERERNERR - HXATERVLEAGNS—EER -
EIERE  AEENER SEEEER (daemon) =HE @ (BENFHE TR T LIRS
5 o I > Telnet THESEMER] TCP 38 23 5 B {RAT S A1E TCP 18 28 BY4ERSR » A HH[E—(& Telnet
B (daemon) FEHE - Fi0l AN —{% REDIRECT #HI > i " HEY¥& 28 | AR = EEHT
HEFE T HAPR 23, -

DNAT Eh{E

WRFITSCATE - TDNAT ) FEANEFREEZ (Port Forwarding) -

EARE net ) EIRATEELME AFLHE L ZRT > 1E4E DNAT ®JLUEE T BV IP firhl | o0& A
"dmz ; B¢ "loc ) EIBIEE Y IP izl - ANMERFEATE - WERINEETEN - EEBEET
gotikes > HEZ T (BEER T sesypaiis ey AnaEp R BT -

Border Add Rule G I0RAN)

¢ AddRule
Border >> Rule >> Add Rule
Action : ACCEPT
Source fw (firewall) Protocol : tep +

Specify Destination Port :
Destination . " Source Port :
. fw (firewall) H

‘ Original Destination IP :
Specify o
Rate Limit:
Average Burst Interval | sec *

Add

A1 S A P e
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9 AddRule
Border >> Rule >> Add Rule

Action : ACCEPT 3

Source : net (br0 ) Protocol : tep ¢
Specify Destination Port :
Destination § Source Port :
. v fw (firewal 1)}
loc (brl br3 br4 br5 bré br7 br8 br9 br10 brll) Original Destination IP :
LAY Rate Limit:
dmz (br2 )
Average Burst Interval | sec

Add

B 42 - B AR E A
T PliE# " Border —» Rule —» Add Rule | F#Eris s MRRAI -

FERTE IR A - 555chEs IR EREFTE L E (fsm R B 10 - SREFHERIERN

) -

EERE B - SETERY AV B/ 1 CIE RS TR IR AE R S L e R R M AIEE
it e L AGARRS A R B IE R 7 AT B SR e

AR T dmz W (9 - SE%IEHE DHCP HIsR PRSP firhh - IR © LR
BTSSR T dme WSS fw Bk, BRI > PRIEAE dmz @ DHCP B8
BT BHEAE -

PRI+ dmz PSR E ROV TR TP Al - A 65 IE A BHEA -

BT ERARAIA S A GRURERE IS - BRI FMARIZ AT ERCPGE MY
TThy o a0 48 Tloc ) BIRE] " dmz  EIRAVER AR TR AEF - RIELAHE —f " o
iF loc = dmz ; HUAHAIESERAA 0 MG > $8 Tdmz ) B Moc | RYBERTRRCRGEI SN > 5H
TR BB PR AT -

[EIRRH > ERFY " net — fw HYERSRAETHERIENL N R HIE4EHY - Fr DAAD R A S AP s — (1)
EAHEEEEE P E (fw) - SLAR G A BT MRAL - Bl -

Source ! net
Destination : fw
Protocol : TCP
Destination Port : 23

SESERAE AT T TAdd ) $%SE o WAE AR BT S [ BRI S e
PLEFUEH R —{EEEA] ¢ 1% T Add"f% il - & 70T telnet connections” (TCP #23) £ net"[& g
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F“fw” I - AR B RUE S [BEAR AR -
FETIANE S > BATRR O — LR B S HAERE TRV ERI T  FPIEieftE S TR RS

k=

Allowing Exceptions for TCP Connections from dmz to loc (dmz - loc A9 TCP E 4R {5l
ShFR 8l

"dmz ) EIE " loc ) ERSSAVERIETERNE I NGB o A o BT PATA EHTE —R
BRI feEFRE " dmz  EEEY TCP 4R » FHL Mloc, & IP irdk R 172.16.9.12 NE
4

etho“k
net
Y é
/\ virtlai-bridge
bro
fw
physical host
br3 br2 bri
wirbwal,bridge vir‘ual bridge vi‘(ual bridge I
X :
172.1p.9.12
Sz virtual host loc
loc 'l
eths \ ¢eth2 ¥ ethl
L

43 © {ElER "dmz" F] "loc” gt FSME A

FASE NTEREE AR Tloc ) BRI o FFTRE HEE AT IP LHEEAREE E £y 172.16.9.12 -
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¢y AddRule
Border >> Rule >> Add Rule

Action : ACCEPT

Source : dmz (br2 )
() Specify

Pestination fw (firewall)

(*) Specify loc:172.16.9.12|

Protocol : tcp *
Destination Port :
Source Port :

Original Destination IP :
Rate Limit:

Average Burst Interval | sec *

Add

44 1 fi T dmz ;) HERE] " loc ;o HAEEARAYEOE S

EETEERE T 0 551 T Specify 1 FFHER AMEPEH IS

e zone:IP_ADDRESS
e I zone: SUBNET

DIARBIAER - ATLUEA -

e Jloc:172.16.9.12

e H(loc:172.16.12.0/24

SRESERETE T TAdd, fEEh o BIEEEEARALD o
1% LIfE T Border — Rule — List / Remove Rule | @R AT AYERE -
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Border >> Rule >> List / Remove Rule

Current Rules

Destination Original

Action Source Destination Protocol Port Source Port Destination IP Rate Limit Remove
?SECTION NEW i}
ACCEPT fw net udp 53 |
ACCEPT loc fwr tcp 22 |
ACCEPT fw loc udp 137:139 i}
ACCEPT fw loc tcp 137,139 i}
ACCEPT fw loc udp 1024: 137 i}
ACCEPT loc fw udp 137:139 i}
ACCEPT loc fw tcp 137,139 i
ACCEPT loc fw udp 1024: 137 i}
ACCEPT loc fw tcp ssh i}
ACCEPT net fw tcp http |
ACCEPT net fw tcp 443 i
ACCEPT net fw tcp 8080 i}
ACCEPT net fw tep 8081 i}
ACCEPT net fw tcp 8082 i}
ACCEPT net fw udp 1194 i
ACCEPT net fw udp 1195 i
ACCEPT net fw udp 7777 i
ACCEPT net fw udp 4569 i}
ACCEPT net fw tcp 25 i}
ACCEPT net fwr tcp 23 i
ACCEPT net fw tcp 22 i}
ACCEPT net fw tcp 5901-5909 i}
ACCEPT dmz loc:172.16.9.12 tcp - ]j

45 : BRI dmz” B E] “loc” EAYEH -

BB P AR

"net — loc ; HYESRAETHEIE N N ASHEE IR - IR BRI A QI AR FE 42 el SR a
LR S [FRRH > " dmz — loc ; AYHERTHECEHLENE o A 0 Tloc — net , HYEARTHRGE
FRETHY °
WISRAR A ZEFEFER E loc B net EIRAY HTTP FFHL » 5k 7] DUFTHS — iR - Rl -

Source : loc

Destination : net

Protocol : TCP

Destination Port : 80

Action : DROP (= REJECT )

EREH R & EH loc > net Y HTTP (TCP 80) i & » HEWEN R R AR THERAT R

[EJEE > {REE HTTP 82 HTTPS 53 All{# A TCP ¥ 80 81 443 A {LIAYZER - S A S R(ER5T -
OB ENEER  #T TAdd ) HTEHRALD -

BRI /E EHTR(E) Border Engine 12 14 -
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) AddRule

Border >> Rule >> Add Rule
Action: | DROP ™
Source: | loc (brl br3 brd brS br6 br7 br8 brd brl0 brll) | Protocol: [tep ¢

() Specify Destination Port : 80
Pesunauon‘ et (br0) | SourcePort: -
’ . Original Destination IP : -

iz Rate Limit:

Average Burst Interval | sec * |
Add
= o AN ” « ”» Aol —N SOK NI
HilE 46 : 7E“loc”E| net”1y HTTP Jfif & % 38 F el

¢ AddRule
Border >> Rule >> Add Rule
Action: | DROP ool
Source: | loc (brl br3 bré br5 bré br7 br8 brd brl0 bril) | Protocol: [tp ]

O spec,-fy' | Destination Port : 443
.Desu'nauon‘ et (br0) .| Source Port: -
’ S Original Destination IP : -

() Spe

Rate Limit:
Average Burst Interval | sec % |
Add

47 : BEHE > 7t "loc |, ] "net , By HTTPS i & F=%
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Zzblink

FEMGELL EEETR - DA TS SUERAEER - A1 N EFTR -

ACCEPT net fw udp 777 m
ACCEPT net fw udp 4569 m
ACCEPT net fw tcp 25 m
ACCEPT net fw tcp 23 . m
ACCEPT net fw tep 22 - m
ACCEPT net fw tcp | 5901-5909 - i
ACCEPT dmz loc:172.16.9.12 |  tep - - m

DROP loc net tcp 80 i

DROP loc net tcp 443 . m

48 : HTTP,HTTPS (TCP 80 £ 443 18 ) #H A&
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Redirect Traffic to Another Port of the Base Platform (ISR EHEQZEBE TS
Y ELfthiE 1 I8)

& A S IR B EE ARSI S e A SR 520 > ] (5 F REDIRECT BHfE/Ri L — TCP/UDP 1821y
HpS I EHEIA TR S —(E R -

EE&fl . BCIFEE TELNET 18

{FEse iRy TELNET Z4R (TCP #2 23) fE3RbE kel - H st FlHARSE (f141 TCP i
29) - TefrI Ll 48 REDIRECT jiffile #5528 o] [ 15 -

iz EME 2 EH

Action REDIRECT| ¥ {TE & [1Eh{F

Source net it A

Destination fw i BHIH (KRR & )
Protocol TCP {5 TCP &

Destination Port||29 HINER AR S IRHIR SR

Redirect to Port (|23 Ak B PR B R IR st

EERE .

A1F TCP 18 29 i & » S &M L B HE R B & v 1] TCP 18 23 » H R AEZE 23 1Y
TELNET fRisskiz s - @ 32 ¢ [ HIZE/F ST RIS Border Engine X 184 & £4E % -

& 12 i E BV B E PR

B A5 2 o SEAE TR (TCP/UDP) IR  + (ELOVETRY 28 BB o R B I
fF -
o PERES: : HFHEFEARR (A1 HTTP) EENZ (BRIGERRNS « %oekh) o - ok
o RS G R A URL S8 0 -
. R —EURBRSTEE AL o LA R AT A S R A B
S g - WERISIIAE A -

SRS L EXTRE) Border Engine 2121 & 454 -
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Zzblink

:| Protocol:

 —

Destination Port :

g Source Port :

¢ AddRule
Border >> Rule >> Add Rule
Action: | REDIRECT |
Source: | net(br0)

O specify
?&‘“"a‘m [ fw (firewall)

@© specify

Original Destination IP :
Rate Limit:

—
Average Burst

[tp ]
129

Interval | sec  + |

Add
TelEl 49: K & EE [ 2R [F YR
Action Source Destination Protocol ookl Source Port O.rlginal Rate Limit Remove
Port Destination IP

?SECTION NEW i}
ACCEPT fw net udp 53 i}
ACCEPT loc fw tep 22 i}
ACCEPT fw loc udp 137:139 {7
ACCEPT fw loc tcp 137,139 i}
ACCEPT fw loc udp 1024: 137 i}
ACCEPT loc fw udp 137:139 i}
ACCEPT loc fw tcp 137,139 i}
ACCEPT loc fw udp 1024: 137 i}
ACCEPT loc fw tcp ssh i}
ACCEPT net fw tcp http i}
ACCEPT net fw tcp 443 i}
ACCEPT net fw tep 8080 i}
ACCEPT net fw tcp 8081 i}
ACCEPT net fw tep 8082 i}
ACCEPT net fw udp 1194 i
ACCEPT net fw udp 1195 i}
ACCEPT net fw udp 7777 i}
ACCEPT net fw udp 4569 i}
ACCEPT net fw tep 25 i}
ACCEPT net fw tcp 5901-5909 - - i}
RED_:_REC net 23 tcp 29 - - i}

50 : EH/R%11FEH REDIRECT #37|
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Border Rule List / Remove (5!Z= Sk il B& #8 Rll)

@ List / Remove Rules

Border >> Rule >> List / Remove Rule

Current Rules

Destination

Original

51 : fEFIERMIFRAEA]

AEAERTE AR » TR IERR  RRB S RO REDT - 2GR
/5% TR Border Engine (534 ) » #HTssEA G 4AK -

HEREIHER - SEREE &

xE

> BHA

Action Source Destination Protocol Port Source Port Destination 1P Rate Limit Remove
?SECTION NEW i}
ACCEPT fw net udp 53 |
ACCEPT loc fw tep 22 i}
ACCEPT fw loc udp 137:139 i}
ACCEPT fw loc tep 137,139 7
ACCEPT fw loc udp 1024: 137 |
ACCEPT loc fw udp 137:139 |
ACCEPT loc fw tcp 137,139 |
ACCEPT loc fw udp 1024: 137 |
ACCEPT loc fw tcp ssh i}
ACCEPT net fw tcp http i}
ACCEPT net fw tep 443 i}
ACCEPT net fw tcp 8080 i}
ACCEPT net fw tcp 8081 |
ACCEPT net fw tep 8082 i}
ACCEPT net fw udp 1194 i}
ACCEPT net fw udp 1195 i}
ACCEPT net fw udp 7777 i}
ACCEPT net fw udp 4569 i}
ACCEPT net fw tcp 25 |
ACCEPT net fw tep 23 i}
ACCEPT net fw tcp 22 i}
ACCEPT net fw tep 5901-5909 i
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Using DNAT for Port Forwarding (i SE A F E RSN EMIE)

g% (Port Forwarding ) &% {8 F] DNAT (Destination Network Address Translation) &/
TEEFHY -

DNAT iiZ O IIRE BT ERE & _ ERREIRVERMERY B RV IP sl - WARRE L& IP
Hruk AR SR AR R -

#Hl— : IS P (SR

AN HTTP & (TCP 3% 80) #3535 dmz I IP Hihl & 172.16.11.201 HYEHE > [FliF
PREFIRST R 80 -

9 AddRule

Border >> Rule >> Add Rule

Action : DNAT

Source : net (br0 ) E Protocol : tp  *
Specify Destination Port : 80

!Z)esunauon fw (firewall) Source Port :

_ ) Original Destination IP :
(*) Specify dmz:172.16.11.201

52 : (#F DNAT i/ 70

Az s EE 2t HA

78 (Action) DNAT BT A 1P
Source net AR (HMNERAIES )
H&yi (Destination) dmz:172.16.11.201 |51y B 1P
Protocol tcp [t

H #3# (Destination Port)|[80 SNSRI HIR:

MR

FEESE B ELEIRY TCP 38 80 i » HFwiEas 2 A F 44 172.16.11.201 £ TCP & 80 A7 -
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gBH_ : FRER P BIRSE

FEEEER T - FFIEE FE RN — (S FEAERR & - S S ERAVIEAR R FIEr TR
H o
B - KT TCP 3 2929 Hy)fi & » #8455 dmz &g 1% 172.16.11.201 1y TCP &
80 :
LA s EfH B
178 (Action) DNAT BT H Ay 1P BLRSRRER
Source net A (HMERAEES )
E &y, (Destination) dmz:172.16.11.201:80|#Fr#Y B &3 IP FIE5E
Protocol tcp o B
HHystig (Destination Port)|[2929 SR SR S LR IR
) AddRule
Border >> Rule >> Add Rule
Action : DNAT
Source : net (bro ) Protocol : tcp
) Specify Destination Port : 2929
Peslination fw (firewall) Source Port :
- § Original Destination IP :
(») Specify mz:172.16.11.201:80 o ——
Average Burst Interval | sec +
Add

fHilEl 53 © RPREEE R HA A FRAY EH
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fz N Add" iz - BARF G R

ACCEPT net fw udp 1195 il
ACCEPT net fw udp i i}
ACCEPT net fw udp 4569 |
ACCEPT net fw cp 25 i
ACCEPT net fw tcp | 5901-5909 il
ACCEPT net fw tcp 22 |
ACCEPT net fw cp 23 i
. — dmz:17§i18.112 o . &
dmz:172.16.11.2 _

DNAT net P tep 2929 m

54 : IREHEEHIAYIZR

MEFEMAN :

R BT A RIS 1P HEh: (FI40 brO 48 /2 192.168.11.202  SNESH FHT AT A {7 HL
URL :
http://192.168.11.202:2929/

R DTERRIEIAES dmz Bl - 172.16.11.201 £y TCP & 80 AR¥ -
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IP Load Balance (IP & £ 1)

BRI e AR S (1P fizhk ~ Eabpie - HBHRSE) fVE RN S 6 TR > 2
FiE IP SEFHr - a7 TR (OB R ) AR -

TEARZLT » EE PR AT L% " Border — Rule — IP Load Balance | #/7:5%E °

@"3 Distribute IP Service Requests to other host(s)

Border >> Rule >> |P Load Balance

Create/Delete Service Item Add/Delete Server(s) within Service Item
Service IP Address: Service IP Address:
Protocol TCP 3 Protocol: | TCP ¢ Port Number:
Port Number: Real Server |P Address:
Add Delete Add Delete

55 1 1P &P R HEE
ZICVE EHE
1. IRFEIE (Service Item) EF
N —4HFEN (P firkk, HEts € [TCP/UDP], #3%) - T L ek h—(E "REHE , -

2. 7kEME : 58 (Round-Robin)

o HE—ERAHE - I UHESERIEER -
o VG & LR (Round-Robin) Y53 - A ARYAERS 55 K9 2 0 B E 2 £E 14 Ui 1%
o

3. EARIREF . FAMEIELR (Sticky Session)

o  —HEEMA PRIV RETIREH B —a 20 £ 21857 300 B - 3% FlnH R &R
RATEFHERAFAE LR —E A -
- BB WRE—H P EsEnEE e iE e -
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4. FASRIRE : ERAEXERREL
KINEE(E & E R EGEB|E % EERES -
! ERERRMEET . EREARRASIREIER (Y session jRES - MEZEEEZRIEN

=) ARG TEREETE BT S B 2 R RD - AP et g thfi T ER
NE Y E R -

traffic destined to 192 168.11.202 port 80

=

\,lrtucx bridge

bro
fw
bhysical host
br3 brz2 bri

net

1
wirbual bridge |rtual h virtual bridge I
2 :
virtual host T loc
loc
ethz W eth2 ¢ eth1

Ethernet switch

host with IP address 172.16.11.202 l¢ host with IP address 172.16.11.201

= =]

56 : B HTTP i & 57855 2 & 1%
HTTP B & FiEE IR E

A AR RESE4 IP 192.168.11.202 9 HTTP JiE (TCP 2 80) » 43Ex4s dmz &I A 1Y/
5 FH#172.16.11.201 1 172.16.11.202 & -
THE— : FIEEE (RFER)
TERCE BHECE T 2 /T MVASSHE "net &I Frid—(RBIIMERI > 0eF25KE net F| fw #Y TCP
12 80 i & MEREE L aREEEZ /N HTTP #E4R -

S . RERBIEEAE IR ERK
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1. BUEEARTSYE : (A IP firhk 192.168.11.202 LUK, TCP #2 80 AliE—(EHryIR%IEH -
2. PN T (KT T 172.16.11.201 F1172.16.11.202 IOAFEARFSTE » 1EBK
£ =Faq N i v

GEEL 1 > 7%FI3E 192.168.11.202:80 HY HTTP 553K » Brarubiia 7 4rIR4S 172.16.11.201 Fl
172.16.11.202 fii & F B o

SCETE AT ¢ fE192.168.11.202" LUK, TCP #8048 — (B A HE -

@ Distribute IP Service Requests to other host(s)

Border >> Rule >> IP Load Balance

Create/Delete Service Item Add/Delete Server(s) within Service Item
Service IP Address: 192.168.11.202 Service IP Address:

Protocol | TCP + Protocol: | TCP = Port Number:
Port Number: 80

Real Server IP Address:

Add Delete Add Delete

failEl 57 ¢ gl Sk ey HE H
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2% > 7 N ADD AR IS (AR IEE -

Border >> Rule >> IP Load Balance

Create/Delete Service Item

Service IP Address:

Protocol | TCP #
Port Number:

Add

@ Distribute IP Service Requests to other host(s)

Add/Delete Server(s) within Service Item
Service IP Address:
Protocol: | TCP  + | Port Number:

Real Server |P Address:

Delete Add Delete

TCP 192.168.11.202:http rr persistent 300

58 : STk BIH H Y113

Border >> Rule >> IP Load Balance
Create/Delete Service Item
Service IP Address:
Protocol (Tcp ¢
Port Number: '

Add

@ Distribute IP Service Requests to other host(s)

Add/Delete Server(s) within Service Item

Service IP Address: v 192.168.11.202

Protocol: | TCP  + | Port Number: 80

Real Server IP Address: 172.16.11.201

Delete Add Delete

TCP 192.168.11.202:http rr persistent 300

59 iR DI ARRTS IH DA 22 B e P
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BEE  EH 172.16.11.201 HUALIRFETE » 1EAEE — SRR ARIERES -

) Distribute IP Service Requests to other host(s)

Border >> Rule >> IP Load Balance

Create/Delete Service Item Add/Delete Server(s) within Service Item
Service IP Address: Service IP Address: 192.168.11.202
Protocol | TCP 3| Protocol: | TCP  + Port Number: |80
Port Number: Real Server IP Address: 172.16.11.202
Add Delete Add Delete

TCP 192.168.11.202:http rr persistent 300
-> 172.16.11.201:http Masq 1 0 0

60 © TERRIETE H T — (£ L S A

@ Distribute IP Service Requests to other host(s)

Border >> Rule >> IP Load Balance

Create/Delete Service Item Add/Delete Server(s) within Service Item
Service IP Address: Service IP Address:

Protocol (Tcp ¢ Protocol: [ TCP ¢ | Port Number:
Port Number:

Real Server IP Address:

Add Delete [ Add I Delete

TCP 192.168.11.202:http rr persistent 300
-» 172.16.11.201:http Masq 1 0 0
-» 172.16.11.202:http Masq 1 0 0

[

61 : R (RS- ) AV ERSIFR

R FREE BT F1%172.16.11.201"F1“172.16.11.202" & TS FEF3£192.168.11.202" 1

HTTP 52K -
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Use Web Proxy (£ B (LI G AR =S)

Web UEE—THER B IEGIES] » HIERIESE HTTP I E AR S - 2 T 5IHERE
( Network/Transport Layer ) Ei{EAMRAIEH] -

o #EPRJEENE : DNAT - ACCEPT » DROP - REJECT ~ REDIRECT 5 » B {0 EREE P firhksk
TCP,/UDP SBER A HIGEER A&

RE eI a5 R P limiVER oK - (RS E B IR ERes - MRHE Aeas [l fERs [a]45 ] P i -

— » Web fCIER#Z/0INEE
Web (REEAMEFZ ANV F IR - B A ZERIREbEE

o AFEH : HREUcHIE ABNER - JIEFEEL -

o ZEMWE: BIEREMEEGENE -

o FHURM : [REFLLGENE R RE R E R B AL -

o EREER: AEIBENEAER (loc) - WAKFHEEMER (net) -
Z - ERERER  EERETINEEAEIE

Web {(CEE 1 pm P22 PR AR RS i TRy e R B, -

1. #BEHZ2REE (net= loc)
ETERNZ 2R T o net B3R (SMENEA®E ) ZEIEEFE A loc &3 (NE Web T4#%) - DA
WECRA BN 24 - 28I > fw @Bk (FEEEE 5 ) % loc I ELRE REFFHY ©
o ZRIEREMT
o loc & : NEHS Web 4% (172.16.9.x %) » EALNEIE(EM -
o net & : SN > THEHAA] - net 2 loc ZEIE -
o fw&s @ FEE-EE/PKE T (Web AEEEEZE A IL) - #R - fw =» loc REF -
o fRATTE:

YNERE R (net) = s#4RF] fw Y Web {tH = (L3 =2 77H! loc @i Web T4 -

"% net 1Y AE H loc iy Web T4 |
F'E LEE T net Y NEWE fw Y Web (TR | -
2. f&{E VPN BEHHRSGRE
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FEEH > Web (GHF B2 VPN FCE (A - DUB S (Fa VPN LR AT RE S 2 RS AR ES0E
[

F= B ERAR TEAERE REERTTE
EERH VPN HE 2 N |NEEMATEERR " VPN 149, 5% VPN A= =2 fw Web {3 2
VPN =5 Web F- 1% TE B BRI - H =2 AEE Web 1%

o (B3 EAHEEEE o HINAE Web THEAER - FTA R KIVORH ZERFE (fw)
A B P ikl o BEHISESELAE - BB TR VPN 480 FHas e B P s I A HU R -

3.7mE P RFRT] (EBRGAEBMY )

Web (REREERTA GRS/ M EEEE HTTP 553K - (ESFrAEE Web EREHVEE KB LAH R
EHER & BT -

o BUR: G HEHLGATEIP -
o FER @ HWHNFREREA Web (HACH /2 B Web FEREA R B#ZRKERE IP rik =G

AYRRRICHES - fEMETUEE R AHTAIIE T - SREEFE e > BIa] FIACEY T o
iF IP fizhl  FHUEARE -

PENZRAVELER R SRR & _E AR AEHY Web (EIEE
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Web Caching (Web ZEFEL{LIBERE)

A5 LAVMERS (R THE A A Web SRFDhAE » PRI RIS AR E0R, » IR HY
ARFEL ek AR A

— - BRNTAAY
TR ¢ YOS (RIRTERE S TCP 42 3128 -

ﬁﬂ“i‘i WIS PHE R SR s HAAHRR R E - A4 ' Border >> Proxy >> Web Caching ; H
E {TER% -

ﬁ Setting for Web caching
Border >> Proxy >> Web Caching

Turn Off Proxy Functionalities Network allowed to access this proxy
e.g. 192.168.0.0/16
HTTP Port for Using Proxy: 3128 (e )
Add

Cache Size for Storing Web Pages: MB

Turn on transparent proxy so that users do not need to set 10.0.0.0/8 )
http Proxy in the Web browser. (It also needs to use gg'i:éobo‘o 1&6
REDIRECT in the Advanced Border Setting to redirect to the fc0 0 /7' -
oo fe80::/10

Submit
Remove

R 62  YEREAERS PR AR o L A
= REFREERED
ERERREGREEEEMEHS

1. B (F8IERE)

o MR fEMIENT > AP TE R RESS o E AR T TR E R E RSN 1P AL
HEERERGE ({40 192.168.1.1: 3128) -
o {BEL: PEHIENE o EE NSRBI e LR -

2. 3ERRACIE (Transparent Proxy)
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o ME&E : FIFFELRESES Y REDIRECT Bh{E - BHEFEE ({FIANFEXE TCP 2 80 [y HTTP
&) IR BB PR EEL T - BTt HE E kastRst (Hla
3128) -

o {BRLE: AFnRRERERPETEMEIMIAERE - @R Eg AR L)
BRI e R EI e -

= - FHEPRIE
o EREFHE O IUPLLAEE (SCIP #E) AILUER SR E RS - SIS I ERCE A

Brp (riHmEARD -
o FHRER ¢ L DURIBFRCKRBELARE - LIRRFISBR S R as iy F e -
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URL Screening (URL EfiZ L HTTPS A B R EPRHI)

Bl 4R CH(EIR 2518 » 507l " Border >> Proxy >> URL Screening | ( 48hkEfi#EE ) Ih
AE - REEENDHT I R 4L E E -

{9 URL Screening via Proxy
Border >> Proxy >> URL Screening

Add to Blocked URL List Remove from Blocked List
URL Domain: { e.g: .googlecom) o None in the list —=——mmmmmmm—m——

Submit

Block File Uploading in html form (multipart/form-data)

Submit

Note: data in https can not be deciphered and modified in
midway; you need to block traffic with destination TCP port 443
directly if a file is submitted via https.

Remove

|-

63 * WEPEAEEE QIR (E] s Y URL #8758 (AEhkEREE)

— “HTTP RETFTHABEHE
A HTTP {7243 - Web (R (EIL 28 B A RERNBRENEE

o MEELERE: HEERSTUFER HTTP W3 {EMHAE(EHE S IEEER HTML
REETIEELME -

o RRARIER] c READIEES LEFRKETRE - EENEE > FHHEZE LEHFIRE
AHPHEE -

— ~ HTTPS RE T RIBRHI : MNZZRY Pk &
— HHLRI A HTTPS 177 » B E AR B & EE 5t & 2 AR H -

R HTTP HTTPS
ERIEERM:  ||RHA R HTTP A BORHI TLS 35 1w 3

RERMENTREDD| P HIEr " EEEZ ) FERGENE| A AE
PEFEREMERE |[FIgt T LS AR |HAEEE] T R HTTPS JH4R
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ZOHE

YRR A HAEEEREAT ey " RAS% - A TLS LLWE’JW»& CEE L BEHFL
s AN LR > (EESAS R A E Ay P22 HmEE L EEE -

= - PB¥E HTTPS IER LEMER

IR ST T A B E(EENEHEOREAITER] - ST E R (R (E I B 5L HTTPS 4k
EEREZE > T EIECE A RE SR E AR

o ME—HIR ¢ EREEMRHTTIPS UE -

o BRI B0 - EEEESSHZ ALY TCP # 443 JH4Y - SR A1 IRAMA L E3Z HTTPS
dENA
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Proxy Access Block Time ({3277 B IF R 22 5l))

AIRE ST IEECE BRI R0 - DAPZERIEE 2 R B (A ik as P U H AT By
A DRI FR K E A (AR E R B Fea FHL > BESCE RGN T AREFE - A H R
N — B AT B B AV EURRE 1T Yy -

) Proxy Access Block Time
Border >> Proxy >> Access Block Time

Add Time Frame to Block Web Access Remove from Blocked List
Weekday S (Sunday) I None in the list -==-=======-=n=

Time (HH:MM-HH:MM)

Submit

Perform Web Access Time Frame Checking

Submit

Note: in the time period setting h1:m1-h2:m2, the start time
h1:m1 must be less than end time h2:m2 .

Remove

[

64 Il B e e © BHHAT T Web (CEEHY HTTP f7HY

SREREH) : IR ISER

HEEEEA— ETRR R BRI HTTP R FREE

s EMAL B EE 2B
Time 08:00-12:00||/E F=& HAVHFERE R ( L 8 BEE= - 12 BE) -
Weekday|[M (Monday)||#& & 43009 £ 5

MR {EEHE—7 08:00~12:00 IFELN » Frf i R EEE IR 255 e HTTP 55K &2t
I -
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Traffic Bandwidth Control (SEE £ &)

Azblink NFV E45f TN EESEE LR + ERER GEEANRIER ) + RARIEHRE .
= S AR A e T SR B - -

SRR IEE R E D B

DI R EREREIEE e 3R T

SER 1 RENHEBIAR

ER L AERPENYERS S/ E (fI eth0) | EFRREAVE A EITB T THE LR -

g2 bR ECE Ry 100 Mbit/s -
EH)1H © Border >> Bandwidth >> Interface Limiting

T2 ERREHFIKRELIEFHR (Priority Classes)

AR 7 IR = U)oy B R B ST 3E A (Priority Classes) i B —4dEE ¢

REHHE A

A (EPREIA T (Min Rate) || PREERZIH A IAESR R8E R I RIS VAR (BAH -

A= A AR S (Max Rate)||ZZ 38 BIEEMIFN FRECEHAVET EIR -

{BILIE (Priority) REAES A ety - WHMESRIR R EE e fin (B hagn) -

ESe AR -

B 14K ¢ f7 =185 > Min 100 kbit/s » Max 180 kbit/s °
5 24 - Min /) HEIAESHE Y 1/4 > Max o] HEZASHHE -
SH 4/ E - Border >> Bandwidth >> Priority Classes

TR 3 . KREIEHFER A (Traffic Prioritizing)

e E AR o FEE PR A RV ET B ZE A IR B E AR R A1

FRRAF B S ¢ AR TP Az kB e ~ HAY IP fiziksiggE: ~ TCP / UDP IR5E -

THE R ¢ EEEATAEMEETHA > 2488 B HEERETERD T8 3 4, ¥R -
S/ E - Border >> Bandwidth >> Traffic Prioritizing
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Sika: BEHNEEEN

SERLL E =R ERHEER - /MERVEIE R ER IR CERAVESTIAR - RS RIPRSL
PRAETT B Ehoy o B (e -

) Setting Network Interface Bandwidth

Border >> Bandwidth >> Interface Limiting

Ethernet Interface(eth0,ppp0,...) Listing of the setting limits
,,,,,,,,,,,,,,,,,, N T 1 S ——
Incoming Bandwidth(kbitsisec) - one in the fist

Outgoing Bandwidth(kbits/sec)

Add

Remove

A

65 © B EAEES T A
Setting Network Interface Bandwith (48 3% 7\ [ 8 & 7% E)

%% T Border >> Bandwidth >> Interface Limiting | - 0] DL & 2 K4ERS /iR E T AL |
BT ) BUSHE ERR -

TR RIVRERRAG |- 4 2E 2 100Mb/s 1000Mb/s 2500Mb/s 5000Mb/s 55
10000Mb/s < [E EFREAL » BRI LIE# " Border >> Bandwidth >> Interface Limiting |
I R 2 KRS s E ™ T ARG ) (Ingress) B T ik | (Egress) **HY#HE FR

AR ENEREFR

A H HYZE R AR E R s S ez St R g LR - e g - MRS e E
e % ({5140 100Mb/s, 1000Mb/s 55 [ &7 ) -

A SE 5 BRI B e i 45 14

FEENE ™ AVSSEL (Ingress Bandwidth ) **[R(Es - WA T AR HEE IR -

PRI ¢ R BB IR RO R R > AR SR tamH -

PRETE © SFEME—ERIEUAR © & AR & EEERER: - 2% (Drop) Ei/rTf#
WeeyEHEL -

TR ¢ BEALTA R DURGIHE - (BN EE G E A In A N B E A B - SRS
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i g e FIRE (A S (S R B T 2B A -

B & p BB A TR

HE B!

&4 Hi||Border >> Bandwidth >> Interface Limiting
#EE | ALEEL S nh SR R # s E &y 100 Mbits/sec -
BEA BOR ||/l EAYEE VDL kbits /sec Fy BRATEGA o

ﬁ Setting Network Interface Bandwidth

Border >> Bandwidth >> Interface Limiting

Ethernet Interface(eth0,ppp0,...) eth0 Listing of the setting limits

. § § None in the list -======eeeeeceeea-
Incoming Bandwidth(kbitsisec) | 100000 et

Outgoing Bandwidth(kbits/sec) | 100000

Add

Remove

66 : 5 inbound A outbound 75 E [E 66 : %€ inbound I outbound 75
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17 N Add g > ARE G BT R

) setting Network Interface Bandwidth

Border >> Bandwidth >> Interface Limiting

Ethernet Interface(eth0,ppp0....) Listing of the setting limits
h0 === 100000kbit-->100000Kbi
Incoming Bandwidth(kbits/sec) - et it it

Outgoing Bandwidth(kbits/sec)

Add

Remove

67: FLHT Rt B1&

1

pRH

z

EAIE[EIEY - AEEeA F G HEhAEE - &R PUE 2R ‘Border >> Bandwidth >> Priority

Classes"? K&EFE -

) Define Priority Classes

Border >> Bandwidth >> Priority Classes

Interface Priority Class List

M eth0 == 1 100kbit 180kbit 1 tos=0x68/0xfc,tos=0xb8/0xfc
ark eth0 == 2 full/4 full 2 tcp-ack,tos-minimize-delay

Minimum Rate eth0 == 3 full/4 full 3 default

Max Allowed Bandwidth
Priority

Option

Submit

Remove

68 : B E R R RHIR (B AH

TEE EARESE R (Priority Classes ) HF > XA EEFE ZARIE A IE A 35 K ARMEIUELE -

JON

(TR AR MY B R DT
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FZOEK ¢ PR BREEAH A

o BAERERI : WEPR (Mark “3" FHELE) - HESIEAIE RS OAFEENECE -
o NEEME  fEERAGETRRREIEERE - MEZIRSHE —EREIE R AN ERRE -

" BREhe s ¢ WISRIRRRRE T TESER  BOAE R BEER IR S FTE RIS EIR
& > ¥BHES % (Border Engine) ¥ AR IHEE) -

o HE: THESHIEHERAFEE B E R AR ae e —EmERL] (RT3
- IR 38k o BRI E AR R S AR s

Define Priority Classes (E & B 5cZREET)

@ Define Priority Classes

Border >> Bandwidth >> Priority Classes

Interface Priority Class List
Mek T None in the list -===========ceeum-
Minimum Rate

Max Allowed Bandwidth

Priority

Option

Submit

Remove

69 * (BSAIHHIE s E S A

]

FERSTE 56 LONARE S AR % - A LUE R

TERESPIR - ReomE M4 T FER AR
Ba'HE (QoS) - TR G 4 (B FH - B

7 ] AR (5 -

— - FRIRMIEERESR

SCE BRI - FEEEECE DL ML =] {58 T 2 Y Option AGETT R TERTARRT

A || BUEEE 2B
Mark  |[1~255Ry%eSL || FRERESS - BRI (Traffic Prioritizing) (2 -
Priority |[1~65535 HyE2&| 5B RIEFE (v - (Beduins) -
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AL 2 | B FE HHA
Option ||ZfEAIF TEFR M AVERIEUT UBERRERC -

B RERR Option W AIFF A

Option iz FH Y E ez AR R IRVRI IR B ME B T AR (T - B s AR B BRI EARRC EGIR
REHETTERH -

Option 28 GEA/A4HE st
EIEREERIGRIESER o A R AR A IR EC
R A]  default (Mark) HYJTE > #0E HENERHEIED - HECRFT AR

AR > 25 BT R E AR

Fatpdr IP BFEEE TP Y BB AY (Type of Service, TOS)
DiffServ/TOS oy, 72 FALARS (DiffServ) {7 CAH A HEF 7474 -

s tos=Oxvalue/Oxmask 1 inva e HEEUCARAY TOS RIIE(H o <lis<li>0xmask:
AR EWREL A T2 UL AV S » </li></ul>
WEE TOS #4 {05 -<toSHAmES {58 AR B N EE 2 FE AR S (B TOS/DiffServ UCHC @ 45 &
i EEE A ER value/mask 4H& °
TCP 37 54 HFFFHAUCECAT A ER A ACK JEREZ++] TCP £ - i2thE
W@’;‘Li Y tep-ack BB IEEN  (HEH R E R ES - B TR T
e EME SR B -

R3E Tos B R EYEE

{EFPIERY tos-<tosname> j&— 8 5 A (EAVELE 2 > BIIERY TOS/DiffServ (ENIIEELIT

TOS #47# =Y I TOS/Mask B
tos-minimize-delay HBEROEE  0x10/0x10

tos-maximize-throughput BEREETHE 0x08/0x08
tos-maximize-reliability FEERE HEFEE 0x04/0x04
tos-minimize-cost BEREEEA  0x02/0x02

tos-normal-service — RS 0x00/0x1e
Export to Sheets

FEFIRT ¢ BE S VoIP BB REHRTE S tos-minimize-delay 2850 (55 1486) » DIFEFRE(E
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BARS Mark HAIRY#EFE

BEZR Mark {72 Option A5 » {HEEL Option ARFEIIEH

o Mark (1~255): E{HEF-E /R 2N EEEC - 1 Traffic Prioritizing R EEEMAR) + - &
o] DRSS IPARFRERRARE A > B E—(E Mark 85 -

o FABEME : BER > BETFARE Mark BiFEE S 9 B S1EREE| Priority Classes HEAH
[&] Mark SRRV > 1M ESZ IR PTE FEHY Min/Max Rate A Priority ©

= EBBERRES

FEEEARET > EEHRIE R E BN T SRR T - DU —(EE A TSR AR

TENE

Hiy  PEASE [ERERERs iR RN

=18 EES 5 8 VoIP ~ fHEREHBEER - 2iF L [Min Rate 8/ (e.g., 100~512
(R g Ve « DNS 3R S5 R 2 Kbits) » SR oo - Fefiraesens
sy | R 5 (ThEEta AR -

F 28 R 1% Web/API iz (CRM, ERP) ~ ||[Min Rate 2% R4E5HERY 1/4 - Max
(F1E | g ETFEE (SMTP/IMAP) ~ 35 2.4 |[Rate =] FI51 424571 - Priority B&{E
sy e SRR - =10 -

308 A |[FraRS IEs R A - i || .
(LA | SIEDBISE ~ R — o S WA Prior
B) | A 5 - S SRR 4

% 4o o [P2PIBT BE7R - A - 5 [[Min Rate G310 1/8 /1 - Max
(RIS g g |~ SR - RBUFREZGE |Rate IRBIELETIN 80% LAY -
5 ) S - GAE A E 5 P 2 0 -
B

R TEEE AL
fE » 280 L& —EIFRE - AR E IR ESE T B a2 oY R (R B R KA Rk

£

r _A}'L\‘t\‘é

CRRESESERS )
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Packet Marking For Traffic Control (¥ &£ 50 Bl S 1)

ffﬁ Packet Marking for Traffic Control

Border >> Bandwidth >> Traffic Prioritizing

Mark Listing of the marking rules

10.0.0.0/0 0.0.0.0/0 udp 7777
Packet Source P

Packet Destination
Protocol TCP ¢

Destination Port

Add

Remove
870 ¢ R ESIE R

FEEFR TEBASHHE - NI R ERERA (Traffic Prioritizing) » R {EEHfE
EEREMR TREA ) o KRG rREAVEM R L EER Mark (F -

— - HEEEH

SRR R AR SR A 1 EBRE (Mark) E—E% (15 255) - &M
Mark BBV s B E L OB R 6 17 -

g5l : DARLEIIERE VPN RIERRE

HERHEA] UDP 32 7777 1y T DEREH RS VPN | i E5E RSBk

VR el (R

T (Mark) |1 R E AL Ay Mark = 1> BER & S{E 40 R -
SRS 0.0.0.0/0||{Efr[ziJ5 IP (Any Source ) -

140 H A, 0.0.0.0/0||{T:{a] EA9#t IP ( Any Destination) -
i€ (Protocol)|UDP | s -
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VR el (R

H itz 7777 UCHC VPN fE IR ERGE
EIELER ¢

ﬁ Packet Marking for Traffic Control
Border >> Bandwidth >> Traffic Prioritizing

Mark 1 Listing of the marking rules
—————————————————— None in the list -===========ceee=-
Packet Source 0.0.0.0/0
Packet Destination 0.0.0.0/0
Protocol uoP *
Destination Port 7777
Add

Remove

71 BRE MBS

@ Packet Marking for Traffic Control
Border >> Bandwidth >> Traffic Prioritizing

Mark Listing of the marking rules
10.0.0.0/0 0.0.0.0/0 udp 7777
Packet Source / /0 udp

Packet Destination
Protocol | TCP %

Destination Port

| Add

Remove

72 ¢ RIS
A G IR (B ISR 7777 19 UDP 5 ) (S » Szt i Mark = 1 » S04k
He {5 EC R R Priority ({541 © Priority = 1) 1 AEZEFRA] (401 : Max 180 kbits/sec) -
T ERREERHNE
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HEPRM B RS E R E T RS RERARIEN - DI e/ E 2R R AR 2.0
& HEETHE BV SRELAES

 Min Rate (F/MrER=E) © (& FRAERFEAELR > H5 LEHERK (120100
kbit/s) - fitikim e EIRERFEK -
« Max Rate (R XFAIAR) -
o IRFF LIREIGRE » ZEHHVAE AT RIS RZER - HEEHMERER
" R R
o HAIRERAFAMRE > Rl E i e Bl S e AR SCARE RS oK (ana ey VPN JERT
180 kbit/s FHE R~ 2 ) -

—RJREAL
BUAAHEIRS > 2 ERR B AERER (Fl0 P2P BCRMEZ ) - MEBR EREERE

FAE TINLAEIR ) o DACRIERASE SRS AT o (NI - BIREE LA IRIES 5 EREEHIE A
REACHHEE -
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The Components of a Bridge and physical port default mapping (15iZ280CHEE
AE 48 O ¥ FERT (&)

application-level processes of the base platform

IP Layer

rtual Bridge

physical Ethernet interface

Access to the outside world via bridging

Fy

Virtual Network Interface

Virtual Host 1

Virtual Host 2

Y

Virtual Host 3

73 iR~ B G ~ YUEL LR RE IR B LA IR

£ Azblink NFV P& > T 1513225 (Bridge) | /& 4EFEIRAEAVAREIZ L -

AT > F RN EZE il (Zone ) HYZESR -

— - RESNAeHEERE S

B -

N

— eI
fERE RS il DA [FIR A A4S 7 I

GRS ¢ RS N RS RS L RN -
EEUBSR ¢ EEEI5 (W net~ loc ~ fw ~ dmz %) [Ff7 DU SRR R B bk

EBEVE IP - BV E ARG IP it #E e s e fE s b (5 R H A Y
FERBE ¢ T iEtt 1 12 {ERg eSS - AT & bro E br11 -

AEERY | EE BT
R/ E|letho, eth1, .|| EFEHY 2 K4EREE -
HEEESE tap0, tap1, .|| EIE A 4AEEENAT VPN DR R B EME A -
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= EREESN THER
1. R EcE
o THEXREHRE @ ZMTHECGIR ethO fIA bro -
o br0 fi& : brO —fitHI{F WAN (net &%) - ¥ KEHIMIAR IP irktk - HhEkEE
EAERBYE -

2L ZEBENTEEHEES
o TEBRBESEERED © MR EolfT - HiEERERAE —(EfERESE A
ZEE RS LRSS -
o BEBER: HSRSHRRIARE  EERN ETSEES TRRE T, gthasf
FI[E—1li bridge BHEEI - FrRIFARIEHVHEE T K

M - AR E BRI

o BREME : BN EEEEERE T EE > 1/E " System >> Network >> Ether-
net/ DHCP , rfg#s o

o DHCP fEIfRzE : S{EiEREs 1Y DHCP fAlfkes i] LI EUHEUE A - HE Ry Akt
e —HERNEIEH -

o FEHEREERG « e tastiRit 12 ([EfEHes - B EEEHZ/ DER RS
[FIfEERA -

o WEEEEEREES SOV HEE 12 EEE S ORMER T o BB
=B E—(EBEES T -

&» Ethernet / DHCP
System >> Network >> Ethernet / DHCP

Ethernet Bridge (br1)  Turn on DHCP Server
IP Address: 172.16.9.1 Netmas k:
Start IP: 172.16.9.100 End IP: 172.16.9.200
Submit
~ Enable Bridge br1
Ethernet Ports in Bridge br1:
Submit
Ethernet Bridge (br2) [ Turn on DHCP Server
IP Address: 172.16.11.1 Netmask:
Start IP: 172.16.11.100 End IP: 172.16.11.200
Subm!
 Enable Bridge br2
Ethernet Ports in Bridge br2:
Submit
Ethernet Bridge (br3) # Turn on DHCP Server
IP Address: 172.16.12.253 Netmask: 55
Start IP: 172.16.12.100 End IP: 172.16.12.200
Subm!
» Enable Bridge br3
Ethernet Ports in Bridge br3:
Submit

HM RS EEE RT3 - ATRMREPREREE - 2% YIS HETHE -
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"net ;-

Ethernet Bridge (br10)
IP Address: 172.16.19.253
Start IP: 172.16.19.100

¥ Enable Bridge br10
Ethernet Ports in Bridge br10:

ethl0

Ethernet Bridge (bri11)

IP Address: 172.16.20.253
Start IP: 172.16.20.100

¥ Enable Bridge br11
Ethernet Ports in Bridge bri1:

ethll ethl2 ethl13 ethl4 ethl5 ethl6 ethl?7

74 RS A E S LA S AR —(EfE Rz es
SOE * RHEREERTRR I -

"oc |, 81 "dmz | ={HEEAYE

# Turn on DHCP Server

Netmask: 255.255.255.0
End IP: 172.16.19.200
Submit

# Turn on DHCP Server

Netmask: 255.255.255.0
End IP: 172.16.20.200
Submit

87
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Zone Definition (E 1% E &)

"Ik (Zone) | BALIGEHGETHIZL - SRS b B BEACT KRS ELRS AR RV EEE » 17
Y2 BT

{9 zone Definition of Each Ethernet Interface
Border >> Reshuffle >> Zone Setting

(¥ Restore to the defalt setting while rebooting the system List of Zone Setting
net br0
Submit road ppp+

Zone

Interface

Modify

Remove

75 * BRI E PRI
— - REAEEEES T

ARl D REERRER - B - JI{EEE T EEIERS  net - loc - dmz &1

road -

ERER| R B

net BSN LR E HRE WAN / Internet » (CRA BI(SHYSNERLERS

loc PIER TS A RE || T P EB B (EAY I, > AP = N4 -

dmz FREEIR B || S M e B Rt ey T e (JEHEEE) -
road FIEAER B VPN sl EoAth A B i e GUH B & o

fw ERVEAG| | FGIIEFEY - AREGETE (FRKE) AFHI4ESH -

— - EERRETHERNEARE

o fbZeEH  EHEEFINE M IP LI EiEHEE R EL 2B -
o FROVER : SofifEREES (140 br0, br1 55) BREIEIRERVEET - FEHEEBEZ AR
HETEFHRAR] -
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o GEEETES - EERER SRS SVICER ER > AR ARSEATENE
B o BT A REA L S BCRE TR T R - FRERAEREEAEAR -

o AEZEHE : FEEEHEANE -HFER ST FRIEE NAT 75 - EREAEEL
BB EFHRAR KT BIAMERAT -

BAS . BE Zone BIZOAIERET - AJMIEMHFERERXRZERNAIRT - XigfiEQREER
IRFthsRVRA B L SR R -
LIRFIRTR  RERE

FEHETT R I T Fe s B - T P B TR SRR RS AU BEIRAE - S e BT R Eh &
GRERTHEGEE °

BE - HE SRR HAIEE - SERLSeRUS AR TR - MECREE LAY -

Port Association for NAT Setting (NAT 5% TE i 3E 1% 18 ¥ &)

"Border >> Reshuffle >> Port Association | FFHVERTE @ JAE | & B EEREE AN 4 rE
o EOFEEAEMR S L ERER A (NAT) -

ﬁ Port Association for NAT Setting

Border >> Reshuffle >> Port Association

WAN (net) Interface List of Binding Setting
br0 172.16.9.0/24
LAN {émzfloc) Subnet br0 172.16.11.0/24
br0 172.16.12.0/24
o br0 172.16.13.0/24

br0 172.16.14.0/24
br0 172.16.15.0/24
br0 172.16.16.0/24
br0 172.16.17.0/24
br0 172.16.18.0/24
br0 172.16.19.0/24
br0 172.16.20.0/24

Remove

.

76 : NAT 5% JE
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— ~ Port Association B91Z/0\E B

o RENATTR @ BHFHEBIRE @ oW ERIE s AL H NAT (GEF A
A AR WAN S1iH) o DU LR E R BE R 4a 2R Ar ik

o HE: HEREENSEREZ M (BRI IP) MIEMNERHRTT R (FlanhEsErEEE
VPN NFEF NAT) AR == -

— ~ SNAT B FEE I 1L HI

LUN s IR T 20l 2l A B0 - 4E0 & - 7535 SNAT (Source NAT) #i% fy B —HY ST IP
firdik

PIEBiE RS | T4 (PRI (INAT 175

br1 172.16.9.0/24 FHEACR 1P R 5 bro /Y IP
br2 172.16.11.0/24 FHEACE 1P R 5 brO /Y IP
br3 172.16.12.0/24 FHEACK IP R 5 brO /Y IP
br11 172.16.20.0/24 FEACE IP R 5 brO /Y IP
EBFRE .

SRR LA IP TSRS N 48N (172.16.9.0/24 ~ 172.16.11.0/124 %) » EELEHF
G HEIY NI R > AR P (E G HARL b0 | (7 IP Rraf -

= ERMR
RIS TEEE Y NAT 5E » A DAEER S B HIY

1. EREAR P ZH{ENIFLA P ILH—(EEINAF P (B bro Y 1P) -

2. BBREIAEREGETE © SN A BRI bro {irhl: - B8R 7 Ny 48 & fIRL A
IP 4548 » R4S -

3. BERFMIBEEEME (VWNET) EE - EREAMAREEDHY G VPN B
WERFER T (Application Host ) REEEHTHY VPN 4EELEL FHESTE > VPN & P e A 17
HUFEF 8% - R OTEE © nlE BRIy VPN e Es I > FIIA Port Association 3¢ 7E
NAT o {B35 : 4ft—2K > VPN Client Z2/EfEF AR E » HACR IP &z NAT ik
VPN EEHES (EUEEESE 5 ) BYAER IP > B ER EHRER » 5 KBSk B NA4EHIELA
IP > fEFE &I DHCP Default Gateway SiGHT ISR E B EHER S » EEEIEF OB EE - E2AE
TR AR R e av e e i =
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IP Policy Routing (IP SR I& & H)

— RS AR IS EHRAVER ETTH

—EFEREAY S A EsES FH R P T = (B0 LoT R - B TR E T &R (Packet)
FBESE RIS

1. TEE&[F%E (Default Gateway) : #[& 77 , Add Default Gateway On Non-Main Routing Table
o ERE G EEHEFRTIRB—FRERE o E HIEERAIMEAER R PR A E {8
HEVCECHYIE B I » PEEHBS S &R a8 A B L PR RS -
o FR : EFEIEI T —PkigHH Es SR A pS AR IS L IERS (ISP) » RN IR B8 LI MNER
Hpgyi= (B10.0.0.0/0 B&HY) -
2. 7THE P/ EIEHE (Interface IP / Connected Networks): #1[El 77, Add Interface into Non-
Main Routing Table
o EFE  ELLEISHEEBEBENAMMERE - FHIgREE S0V E [P fir
HEFIFAERE AR EE H H A s e R E -
o FIR : MERERHIZSRES BRI AR a2 A R B L B B Qs TR ik ffs - fEfE
BimS—ErHeR
3. E&HE{&EB (Routing Entry / Static or Dynamic Routes): #[E 77, Add Routing Entry on Non-
Main Routing Table
o ERE @ BT BImEERRIE CEK o Bk H TLUZFERRERE (HEHETE)
CE) SERRERH (JABE ) E X OSPF, BGP HEHEEEE ) -
o FAR : ERSHSSAEN RN LR EREBE R ML - REHEEESE
PR TR E A T —Bktil (Next-Hop Address) -

B2 P RESEEA ?

IP SRHSEE I (1P Policy Routing) & —TEAEFSHYMEESIIRE - TFTHY T H M & HAOHE —
FRAVIRS] - et E & R e i 2R HE € FEmAVESE -

DI R BT EE AR

ES VAR S > EARE 1P B TR B H AArhl - EEESHR o DURE R BRI
— AL
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@ IP Policy Routing besides Main Routing Table

Border >> Reshuffle >> Confined Routing

Traffic Rule Associatation with Routing Table Listing of Rules and Routing Tables
To/From To : 0: from all lookup local
32766: from all lookup main
Subnet 32767: from all lookup default
Routing Table moon *
Add

Add Default Gateway on Non-main Routing Table
Default Gateway

WAN (net) Interface

Remove

Listing of Routing Table: moon

Routing Table meoon =+ | None in the ISt ————— e e

Add

Add Interface into non-main Routing Table
Subnet

IP Address

Ethernet Interface

. Remove
Routing Table moon *
Listing of Routing Table: star

PR —— == === === —————— None in the list ~—————-———————-———

Add Routing Entry on Non-main Routing Table
Network

Gateway
Ethernet Interface

Routing Table moon *
Remove
Add

77 * 1P RESEEH(E S

o FEEHHFR (MainTable) : E—fIER T o IPREA GIRIE " TERHF ) HETEE -
o JEIISREERSHTR ¢ AKEEEVERR T LSRR 2N > BEHIMEL R ER I RS R - 4TH
438 E Tmoon, Ei Tstar, o

o SRESENE © Prod IP SRESESH > sbEcPEd "RESRERGENESERE. » BEEeM
U moon B star 5 W SRARS NS FRFRACHEIZS - AR —HE EESHRER -

BN RIS S By T 73 FUNT B B PR S 1T Ry T TR AR B B REEShtE » P2 (L Pl PR
HEPE] o At —2f > EERE A DEA HE RS R — AT R EYRATRE T - Utz [ iRetsR
R~ EMERRR R o BUER— RS,

BREREEREE

RS B AT e VAR R 0K > B RSB IRTE AVORE ~ ORI A o
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=t HeVEA(EE REE R ERAEER

B AR B S AR |5 E E RS FEAE br0, ISP-A - 1B T HE—{E AR T4

SFERR mE A EIEING |5 T FREREER , (4 VoIP ~ VPN) HUiE fEEE

B% > FIRAE Sk QoS F||F moon 3 > i {F moon 1R E THEX M 48 7 brs,ISP-

3K o B o

s WECRITAEEN B VPC YR ||7E moon BEERFE T » & & FI4EE1-49 10.20.0.0/16 JEE

o EVVAKHZ2HY VPN 3 ||E VPN /1 » FRSRESER TS E | 2k H R A+

\;:N i MR AEBERS BN R R |4 ) B T & e (EkEs ) BYURE > F110.20.0.0/16 K -
FEENYY - —{#EH moon £ -

% WAN

/% ISP
PR

CELREIEIRIEm
FEMEE Y E ] LA T Border >> Reshuffle >> Confined Routing | 52/ ©
F—¥  BURMERAERBREARE (EERI)

e BRE R EE S i e VRIS FRR

o« EH/EEPE : Traffic Rule Association with Routing Table

o BRE : RIBEIBEA RIFSCE BV T4 (From /To Subnet) ZETZFAAN - 5 & ZHEH RS
7 (moon & star) -

o JBHET ' SOHEETEVER - ARSI TR E BTN E TREAE ) BE
A—(EEE R (local, default, main ~ moon =i star) -

B4 MERBIBHERKEE GREBE)
L5 BR 5 11 B moon F star B§EAR ABMMABRAVEERE -
o TS HEEPE ¢ Add Default Gateway on Non-main Routing Table B Add Interface into Non-
main Routing Table
o HEYE : S moon / star {3 E
o WY HETFERIE (15 55 % WAN = VPN ZEBEHRAT/ M HE ) ©
o AT IR R A T L E S -
o FHRET @ SEAMREELT TREEE > Hil43RI# R moon i star iE Wi IRES HFRAVE
PERSHHRE -
XESMERN - BTSSR

Z 4R TEZEHY main BEEEFR AN » o] T System >> Network >> Static Routing | TP#R R BLEEE o
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eth4d etho
net
net *T

10.0.0.0/8 l l
| : af ricge
bra: 10.1.1.23
fw
physical host
br5:172.16.14.253 = br3
virtual bridge virtuah kridge virtiahbori dge |irtu$l bridge
loc ¢ T
.i;‘; dmz Iwrtual host loc
l loc |
eth5¢ \ eth3 + ethzv ¥ ethl

78 * Fi{lE WAN Sy 55

REISIREERARS . KEEFE ISP hEHE
ARZEF 5 R 1P SRl FREAERE iz HE A (NAT) - SRISFE N0 TS RE S 22
4= HIBEWH A E NS ISP A Bta AL A HERE & -

HBRA RIS
HEREP AR Tnet, Wl » ERSELEAIT

| R | R AR EREE 1P
br0 |[WAN P /NG Internet (REEHE - THEH D)

bra ||[f.H WAN|#EH2 2 ISP £ 5 T4 10.0.0.0/8 ||FFlC & Fy 10.1.1.23/8
br5 |[FNE) LAN || ZHEZE R NS4 172.16.14.0/24|[172.16.14.253/24

ISP {¥H{ 10.0.0.0/8 4EEZHHEREE A -
o THEXFHE : 10.1.1.1

e IPAirHk ¢ 10.1.1.23
o FHE#EE : 255.0.0.0
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HPIER

HA I EAER AN N B4 172.16.14.0/24 YL - RESIE ARV S AR IAFHL ISP
FYRLA#EIES 10.0.0.0/8 HIF -

HEERAY IR EL : SRR 1P BARRE
HI 172.16.14.0/24 2 —(E PRI B E IR A 48RS - ISP NG EBhEx (BRd) "ZRIFEIP R
172.16.14.x ; (YEFEL - IERPEEUR B A ERIR]E] - AR -

BRAE . Ip REISIEHEL NAT 58
By 1R E(ER A HE A UERCHY R RE > FRAPT RS H 172.16.14.0/24 H HE F5 10.0.0.0/8 HY5i
= 0 RELLU T 08 ¢

1. EHE NAT (izhkiEs) -
o MEFIEAMEEE > WEESARTHETT $IR8ArukEE (Source NAT/SNAT) -
o HEBEMACENMTHETE 172.16.14.x BEHARLL brd A E_EAY 1P firkl 10.1.1.23 -
2. B P SRESERH (F5ERE ) ¢
o FHF* 10.0.0.0/8 4EERI i S0 RS 10.1.1.1 S {EEF E R - RTINS E B
iﬁ% o
o WMVEFEF IPSRESERE - SR E mEfe T EIHEINR R (B4 moon) -
o 7E£ moon BEEHFEH > BCE HAZE 10.0.0.0/8 MYREHH{RH » WifEEH & 10.1.1.1 -

&R
75 SRS S FH B NAT S5l E - IRAM BN AERF T NEP49EL 172.16.14.0/24 1Y% 1M - [E]RF
P TN RE S LA 10.1.1.23 MY B 4¢ H ARG HL ISP Ptz LV RA A ErEE R -

BREHEH : brda TENABREREISE PEE

AERFES AR bra FEIGHA net E3sk - WEACEH 1P (rk - Ll ie B ISP RAA 8RS Y24 0%
HEBLH R OK

RIRE . B EEN bra BIA net &l ?

' bra HEEE ISP HINA T4 - HZ T8 LA fEFEHME S - ARTe®E > HITHE

£

o MEFHE : BEUENT - HibKEZ 74 (B brd) HYSMNLE -
o STIEFRERE © WECR bra A1 brs B LR HERED 2 IREE - DIMERF S ST H A AR o B IR A
(T
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i bra S 2 net & CEE FREIN - ARIEHIGEES ) At B4l B IR S flE PR A PR EE AR
il e

=a

=N
axX A& if " Xl%

FSERE R E - R ENTFELA T E H i ¢
1. ' System >> Network >> Ethernet / DHCP

2. "'Border >> Reshuffle >> Zone Setting |

3. " Border >> Reshuffle >> Port Association |

4. " Border >> Reshuffle >> Confined Routing |

FHRIELLU T ERACE brd /1 HEiRY IP A7k EAAERE I

Ethernet Bridge (brd) Turn on DHCP Server
IP Address: 10.1.1.23 Netmask: 255.0.0.0|
Start IP: 172.16.13.100 End IP: 172.16.13.200
Submit
# Enable Bridge br4
Ethernet Ports in Bridge br4:
ethq Submit
Ethernet Bridge (br5) # Turn on DHCP Server
IP Address: 172.16.14.253 Netmask: 255.255.255.0
Start IP: 172.16.14.100 End IP: 172.16.14.200
Submit

# Enable Bridge brs
Ethernet Ports in Bridge br5:

eths Submit

79 EHAEHY IP ALk

ifmﬂ%_ . EEE bra E’J IP 1:\7.1.”:
B FAFIFR SR brd S EIEY 1P 7HEEE S Ly ISP ZORMECE -

1. Zfiii% : T System >> Network >> Ethernet / DHCP | -
2. $RF| bra FpiE o MR 1P ArHESEE £y 10.1.1.23 - FEEHEERS E fy 255.0.0.0 -
3. AR HEREANRTHERGER -

ifn"ﬂ%: . ﬂ%ﬂﬂl br4 EgEiEJZFHi
B > B bra RETHEELAY loc EIAZER - WHARIIE] net &1 -
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1. Zfi%E . " Border >> Reshuffle >> Zone Setting | -
2. B brd NEEES
o fit Tloc, EEIRH%ER brd -
o & bra [IIE] "net (&I -
3. BGILERUER @ A TR EEREIRS E R IBEE - BRUN AR ERH I -

SERCEA EECETR - bra R ELFIERERY IP BCE - SHEAA net RIS - Jmke THEC L EFREERTRR K -

&) Zone Definition of Each Ethernet Interface

Border >> Reshuffle >> Zone Setting

(¥ Restore to the defalt setting while rebooting the system List of Zone Setting
net br0
Submit  road ppo+
loc brl
dmz br2
Zone loc br3
locbrd |
Interface loc br5
loc bré
[ Pe——1 loc br7
Modify loc br8
loc brg
loc br10
loc brll
road tun+
road pimreg

Remove

-

80: fﬁlllocllgigj*g&%ubr4"

NHEGE "loc ) EEIEFEER [ bra ) {REVHIEE
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@ Zone Definition of Each Ethernet Interface

Border >> Reshuffle >> Zone Setting

(¥ Restore to the defalt setting while rebooting the system List of Zone Setting

net br0
Submit road ppp+
loc brl
dmz br2
Zone loc br3
locrd |
Interface loc br5
loc bré
{7. loc br7
Modify ’ loc br8
loc brg
loc br10
loc brll
road tun+
road pimreg

Remove

[ 81 : i "loc; EEIEMFR " brd | REYYIFR

DI TR P A “ord” R T et B,

@ Zone Definition of Each Ethernet Interface

Border >> Reshuffle >> Zone Setting

(| Restore to the defalt setting while rebooting the system List of Zone Setting
net br0
Submit  road ppp+
loc brl
dmz br2
Zone net loc br3
loc br5
Interface br4 loc bré
loc br7
) loc br8
Modify loc br9
loc br10
loc brll
road tun+
road pimreg

Remove

82 : jRF“bra” R IE] net” i -
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&) Zone Definition of Each Ethernet Interface

Border >> Reshuffle >> Zone Setting

| Restore to the defalt setting while rebooting the system List of Zone Setting
net br0
Submit road ppp+
loc brl
dmz br2
Zone loc br3
loc br5
Interface loc bré
loc br7
X loc br8
Modify loc brg
loc br10
loc brll
road tun+
road pimreg

net br4

Remove

83: §U%%llbr4nj:—t‘@£5jznnetn EF‘

BB . DB=- Bt NAT iR ( (IItREK)

SERC IP L FIEVECE 1% » # T RAVRASE D B e B RS A ki (NAT) AL - Iﬁtiﬁﬁ
&by T HERIR H 172.16.14.0/24 NEFF-4ERVIR & > FE4E A ISP BVFAA44ES 10.0.0.0/8 7 Hij > BEHF
AP AL HEAAZERK bra S EEYEE 1P o

BTEEZE NAT?

WEZEFIIATFTAL - 1SP A &gk (B3 ) %/E%W%Mﬁi%ﬁx $172.16.14.x HYEIEL - L > AT
A brs CJF) #51E bra (HHY) HYE - AT NAT $5i# -

AR E LB
if,,n%— . gﬁﬁﬁﬁﬁﬁ
By TR RCEEZE  H5LFREEER bra F brs /) o] S LAV TR B 4AR B

1. Zfji%E © " Border >> Reshuffle >> Port Association |

2. BERERPHTAS bra 1 brs FHEANY R i0aE

TR BoE NAT BEiE7H Al
B SCERHILLETE brs 2 brd BN & B TR A7 bl -
1. 1£ T Port Association | 7 EIT » Hrig—G&FRA]

o JE/11E (Source Port) : #EiE br5 o
o HEY/E (Destination Port) @ 7545 brd -
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o BIE (Action) : B Sy NAT B (ERALELREE) (BI @ R IP b Rip & H &y bra
S TEEY 1P HhE $10.1.1.23) ©

&#R

FEBILECE - E{TKE $172.16.14.0/24 H HEZE 10.0.0.0/8 HYEF €L » FEHERH bra /MR » HIR

P AL RF A AR 10.1.1.23 -

&) Port Association for NAT Setting

Border >> Reshuffle >> Port Association

WAN (net) Interface
LAN (dmz/loc) Subnet

Add

List of Binding Setting

br0 172.16.9.0/24
br0 172.16.11.0/24
br0 172.16.12.0/24

br0 172.16.13.0/24

br0 172.16.14.0/24
br0 172.16.15.0/24
br0 172.16.16.0/24
br0 172.16.17.0/24
br0 172.16.18.0/24
br0 172.16.19.0/24
br0 172.16.20.0/24

Remove

fifiliE] 84: PR bra”HYFEAST-4EEE > LAEAE bro” ] NAT -

@ Port Association for NAT Setting

Border >> Reshuffle >> Port Association

WAN (net) Interface
LAN (dmz/floc) Subnet

Add

List of Binding Setting

br0 172.16.9.0/24
br0 172.16.11.0/24
br0 172.16.12.0/24

br0 172.16.14.0/24

br0 172.16.15.0/24
br0 172.16.16.0/24
br0 172.16.17.0/24
br0 172.16.18.0/24
br0 172.16.19.0/24
br0 172.16.20.0/24

B85 ¢ {dF“br0” T NAT i F-48“brd”
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ﬁ Port Association for NAT Setting

Border >> Reshuffle >> Port Association

WAN (net) Interface bra

LAN (dmz/loc) Subnet 172.16.14.0/24|

Add

$56E] 86 : [ FH NAT T » 748 T-48ES "ors" 4 "brd" T -

@ Port Association for NAT Setting

Border >> Reshuffle >> Port Association

WAN (net) Interface
LAN {(dmz/loc) Subnet

Add

List of Binding Setting

br0 172.
br0 172.
br0 172.
br0 172.
br0 172.
br0 172.
br0 172.
br0 172.
br0 172.

List of Binding Setting

16.9.0/24

16.11.0/24
16.12.0/24
16.15.0/24
16.16.0/24
16.17.0/24
16.18.0/24
16.19.0/24
16.20.0/24

Remove

br0 172.16.9.0/24

br0 172.16.11.0/24
br0 172.16.12.0/24
br0 172.16.15.0/24
br0 172.16.16.0/24
br0 172.16.17.0/24
br0 172.16.18.0/24
br0 172.16.19.0/24
br0 172.16.20.0/24
br4 172.16.14.0/24

Remove

87 : [ NAT Hy“br5”T-4851F% ({£"br5"mh)
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{9 1P Policy Routing besides Main Routing Table

Border >> Reshuffle >> Confined Routing

Traffic Rule Associatation with Routing Table Listing of Rules and Routing Tables
To/From To = 0: from all lookup local
32766: from all lookup main
Subnet 10.0.0.0/8 32767: from all lookup default
Routing Table moon
Add

Add Default Gateway on Non-main Routing Table

Default Gateway
Remove
WAN (net) Interface
Listing of Routing Table: moon

Routing Table meon <+, None in the list ————m—mmmmmm e

Add

Add Interface into non-main Routing Table

Subnet
IP Address
Ethernet Interface
) Remove
Routing Table moon *
Listing of Routing Table: star

IR — === === ==——————— None in the list -======eeeeeeeeeu-

Add Routing Entry on Non-main Routing Table
Network

Gateway

Ethernet Interface

Routing Table moon *
Remove
Add

A

88 : HHJEFS A48 "10.0.0.0/8" I &

BEE TR - BRI REEARA (BFE" moon & )
FESERK 1P ~ ISR NAT HYELBERCE TR » FMBRAERFEUERY 1P SRESREE KU L - AR
TERF E TR HVREAS -

RIEHRAIAYE 1T
1£ T Border >> Reshuffle >> Confined Routing | /AT » &z A5 ( Traffic Rule Association
with Routing Table ) #/R | SRESESHFAA] » HETHESIO T

1. B@RE  HEEESE e EnIE —([E4ESEE > 24T 1E L2 T 2 R0 RS R
A -

2. FHRANCHE :© WR—FHRANZAVCE > Algfiad T — A1 -

3. FHERATHA ¢ JEHEEKEIVRRAEEMERTA R TR R E > WEEERE Tmain ¢
Mdefault | EEHIFE o
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BREBE . HESTEMEEME moon &

Ay EEERAIAE © #5278 br5 Al bra THEZ FIHVME » WHREIELREER "moon | BRHR
RATERESHIEH -

BEELER  FIBREEMRA
1. Zfi%E . " Border >> Reshuffle >> Confined Routing | -
2. 1f Traffic Rule Association with Routing Table [ @ i —{&H Al -
o MEMRM : SUEMAILUKE br5 T4 (172.16.14.0/24) A brd 148 (10.0.0.0/8)
Z R & ..
o HEERHER : fEEZREEER "moon BEHFE -

BEEN  SRAAIVEREEEET®RENUE (FEERN main B2 ) - DUEERERE
172.16.14.0/24 H HfZ % 10.0.0.0/8 HYEHELEE WL B S & 2[5 moon & °
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LUN G2 > HqfI# S48 10.0.0.0/8" T4V E » A5aH B EHRE B3 “moon” -

@ IP Policy Routing besides Main Routing Table

Border >> Reshuffle >> Confined Routing

Traffic Rule Associatation with Routing Table Listing of Rules and Routing Tables
To/From From 3 0: from all lookup local

32765: from all to 10.0.0.0/8 lookup moon
Subnet 10.0.0.0/8 32766: from all lookup main

Routing Table moon _+ 32767: from all lookup default

Add

Add Default Gateway on Non-main Routing Table

Default Gateway
Remove
WAN (net) Interface
Listing of Routing Table: moon

Routing Table meon | NoNe in the list ————cememommememee

Add

Add Interface into non-main Routing Table
Subnet

IP Address

Ethernet Interface

, Remove
Routing Table moon %

Listing of Routing Table: star
BRI - === —————————— None in the list ~====eeeececcccca=

Add Routing Entry on Non-main Routing Table
Network

Gateway
Ethernet Interface

Routing Table moon +
Remove
Add

[

89 : €A H T-4410.0.0.0/8"HYi &

EEE | DRINEIE - RIZEER RIS RA
FEGE 0B RIS A SRS RS R AR E JT 2 - DUR & R8I -

RESHABIERA . EhHERIETH
HAFIHY HEE 2K brs 148 (172.16.14.0/24) HYTEAEHTHE A ISP HY 10.0.0.0/8 4L -

1. FERESIMT © brd H12%] 10.0.0.0/8 T4 - ZA1f > £EE(H ISP £y 10.0.0.0/8 FAH RS Z A -
AR B T A8 ISP FEG R HAURE T4 -

2. BEREE  WRKRMEFRBSFA T ——FIHFTA TR VT4 RERERENE
A - HEEZ T IRTRENBEANED -
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3. BMLIRA : BEAAYTAZERER TR T8 MAEYIHPTE B4 -

RESR  REBEHRAEBARKRSE
R Falt(B(LIER] » 3(1E " Border >> Reshuffle >> Confined Routing | Hfil BRI AN » fEEE
JAPEFIAIR -

1. R4 :
o 1f Traffic Rule Association with Routing Table F » ¥z EFRH - FEHERIER E
br5 748 (B[ 172.16.14.0/24) Wi &
o B HHY-F4E/Z 10.0.0.0/8 > FAMHE(EFH moon & 2K iz 2
2. HNTHRHE -
o P TFH (ToSubnet) : FESRESFRAINY "To, FHEMANAL > FATAFEIEE T
44 (f5l4110.0.0.0/8) B[IH] -
o BIE T4 (Remote Subnet) : HfMEfI{iLA 10.0.0.0/8 211 BIE T4 - T
HIIZ% moon B ER REVTHELRIE AEH T -

ll

fEIMms 2 R/ESHA] (F—F) &FK 172.16.14.0/24 17 &2 [q] moon 5% : [fj moon & HFE
(E) RIaF BB THRRTE 10.1.1.1 JRHEATA 10.0.0.0/8 DIy HAVHY -
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@ IP Policy Routing besides Main Routing Table

Border >> Reshuffle >> Confined Routing

Traffic Rule Associatation with Routing Table Listing of Rules and Routing Tables
To/From | From # | 0: from all lookup local
32763: from all to 172.16.14.0/24 lookup moon
Subnet 172.16.14.0/24 32764: from 10.0.0.0/8 lookup moon
Routing Table |m\ 32765: from all to 10.0.0.0/8 lookup moon

32766: from all lookup main
32767: from all lookup default
Add

Add Default Gateway on Non-main Routing Table

Default Gateway

Remove
WAN (net) Interface
Listing of Routing Table: moon

Routing Table | moon +| T None in the list ————-- -

Add

Add Interface into non-main Routing Table
Subnet

IP Address

Ethernet Interface

) - Remove
Routing Table | moon |

Listing of Routing Table: star
B === =============-= None in the list -----==-=====-ouuu

Add Routing Entry on Non-main Routing Table
Network

Gateway
Ethernet Interface

Routing Table | moon 3

Remove
Add

90 : JHKH “172.16.14.0/24” i =
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@ IP Policy Routing besides Main Routing Table

Border >> Reshuffle >> Confined Routing

Traffic Rule Associatation with Routing Table Listing of Rules and Routing Tables

To/From | To s 0: from all lookup local
32764: from 10.0.0.0/8 lookup moon
Subnet 172.16.14.0/24| 32765: from all to 10.0.0.0/8 lookup moon

: . 32766: from all lookup main
Routing Table Lmoon ¢ 32767: from all lookup default

Add

Add Default Gateway on Non-main Routing Table

Default Gateway

Remove
WAN (net) Interface
Listing of Routing Table: moon

Routing Table | moon + |

Add

Add Interface into non-main Routing Table
Subnet

IP Address

Ethernet Interface

. Remove
Routing Table | moon 3|

Listing of Routing Table: star

IR — === ===~ None in the list -====v=veeeeeemeeu-

Add Routing Entry on Non-main Routing Table
Network

Gateway
Ethernet Interface

Routing Table | moon % |

Remove
Add

91 : fHERI1F“172.16.14.0/24" i =
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ameCiEAe(E » “172.16.14.0/24" /2 br5" HPEFHY T4 -

Listing of Rules and Routing Tables

0: from all lookup local

32762: from 172.16.14.0/24 lookup moon
32763: from all to 172.16.14.0/24 lookup moon
32764: from 10.0.0.0/8 lookup moon

32765: from all to 10.0.0.0/8 lookup moon
32766: from all lookup main

32767: from all lookup default

Remove

92 : EIPREHFRMANTIZR

BEE : TBA - B1I Moon BBHRAKRIFE ( RERBE)
RIS HRAICAEFRERdE - M E " moon y BREIRTENAIMEASATEIARRE - HECRHL
BN E I B AES (EMEMN{E ISP FYRTE A -

REEEHEEBRRATES

A BB SR > BE5K 172.16.14.0/24 1 10.0.0.0/8 748 SR A B4 5 Tmoon | F&M
F o RAENEEE TEHAE "moon  RRHEFEMNE  (FEHEFEDUN BRI S
W& —(EFER O

—(E5EREREE R LR S LU 2R E -

1. EFESETERE - S0 AU (41 brd f1 brs) BEHFEPHFAERSH -
B REERCE R IP LIS EEIFE " main PEHFRTAIE 0 HE "moon; HH
RIS TR - TRMTFEEFERINEM -

2. FHEXRZE (Default Gateway) : W15 (LAIEE FR G B UCECEEE Gy H vt - AIEHE fks
WA T FEER A

3. HAMAH FHERE © nREEA e AEMAR TR —RE -

4, BEDLE : BIEBFIEZE Moon EEETR
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TER— . RINFEERFIE (Default Gateway)
FAMIEF ISP LAY 10.1.1.1 {F £ moon FEHFRIYTHEH T ©

1. Zfji%E : " Border >> Reshuffle >> Confined Routing ; /1A °

2. EE{EIEPE © Add Default Gateway on Non-main Routing Table -

3. A ISP R ALHY THEL A 10.1.1.1 -

4. T TAdd $#8H - BHENRSHFEERBELHT "Tmoon  BEHFFEUR -

SR RIMERERFHER
Ry T 5% moon LS IEMERG K E br5 HYIE - MR ER S S H R AR TR A

moon 3 °

1. E/EEBE @ Add Interface into Non-main Routing Table -
2. BRME ¢ BOUASEE DURAEHE AT 1P #bbFO-F-48#0% - & brd (10.0.0.0/8) £ br5
(172.16.14.0/24) F-Bh /NIIEFEAVES HH{ERE ° -

PR EC BT E A MR

PR HERR « FRERREIEARAETR

SR - MERINTHRFER © Tmoon ; FEREHFRHFUEHBRMEMINE -

BERR : SEUAENER - &OsEAREE bra B9 1P HHERER -

FERATE © WHIREGE bra 1Y 1P HIMEE R E IR - TEFBESIARERER -
BERESE R © VERECRRETE 1P (10.1.1.1) A2 1P (10.1.1.23%) EE—TF44+ > THIE
= —EHHEEERR -
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@ IP Policy Routing besides Main Routing Table

Border >> Reshuffle >> Confined Routing

Traffic Rule Associatation with Routing Table Listing of Rules and Routing Tables
TolFrom | To s 0: from all lookup local

32762: from 172.16.14.0/24 lookup moon
Subnet 32763: from all to 172.16.14.0/24 lookup moon
Routing Table (—— 32764: from 10.0.0.0/8 lookup moon

32765: from all to 10.0.0.0/8 lookup moon
32766: from all lookup main
Add 32767: from all lookup default

Add Default Gateway on Non-main Routing Table

Default Gateway 10.1.1.1
Remove
WAN (net) Interface br4
Listing of Routing Table: moon
Routing Table | moon | NONe in the list —————mm-me oo
Add
Add Interface into non-main Routing Table
Subnet
IP Address
Ethernet Interface
, —— Remove
Routing Table | moon + |
Listing of Routing Table: star
KA~ ===~ ==———————— None in the list ============m=mumm
Add Routing Entry on Non-main Routing Table
Network
Gateway
Ethernet Interface
Routing Table | moon * |
Remove

Add

93 : fE“moon” FE EHFAN INEREE A i
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) 1P Policy Routing besides Main Routing Table

Border >> Reshuffle >> Confined Routing

Traffic Rule Associatation with Routing Table Listing of Rules and Routing Tables
To/From | To 2l 0: from all lookup local

32762: from 172.16.14.0/24 lookup moon
Subnet 32763: from all to 172.16.14.0/24 lookup moon

32764: from 10.0.0.0/8 lookup moon
32765: from all to 10.0.0.0/8 lookup moon
32766: from all lookup main

Add 32767: from all lookup default

Routing Table | moon + |

Add Default Gateway on Non-main Routing Table

Default Gateway =
emove

WAN (net) Interface
Listing of Routing Table: moon

Routing Table ‘w‘ default via 10.1.1.1 dev br4 linkdown

 Add |

Add Interface into non-main Routing Table
Subnet

IP Address

Ethernet Interface

: Remove
Routing Table | moon + |

Listing of Routing Table: star

BT === === == ======——- None in the list ====v==eeeeeeeeua-

Add Routing Entry on Non-main Routing Table
Network

Gateway
Ethernet Interface

Routing Table | moon +|
Remove
Add

94 : "moon" IR EREE R E
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@ IP Policy Routing besides Main Routing Table

Border >> Reshuffle >> Confined Routing

Traffic Rule Associatation with Routing Table Listing of Rules and Routing Tables
ToiFrom | To 3| 0: from all lookup local

32762: from 172.16.14.0/24 lookup moon
Subnet 32763: from all to 172.16.14.0/24 lookup moon
Routing Table ‘m‘ 32764: from 10.0.0.0/8 lookup moon

32765: from all to 10.0.0.0/8 lookup moon
32766: from all lookup main
Add 32767: from all lookup default

Add Default Gateway on Non-main Routing Table

Default Gateway
Remove
WAN (net) Interface
Listing of Routing Table: moon
Routing Table ‘Ln” default via 10.1.1.1 dev br4 linkdown
Add
Add Interface into non-main Routing Table
Subnet 10.0.0.0/8
IP Address 10.1.1.23
Ethernet Interface br4
) Remove
Routing Table | moon + |
Listing of Routing Table: star
RO —======= === None in the list -=-==-========uuuu
Add Routing Entry on Non-main Routing Table
Network
Gateway
Ethernet Interface
Routing Table | moon #|
Remove

Add

95 : By #EEE]“bra” i “moon” FAENINES IR EH -
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DR B ia A A R DB ord” B REE B T80T R IR E -

) 1P Policy Routing besides Main Routing Table

Border >> Reshuffle >> Confined Routing

Traffic Rule Associatation with Routing Table Listing of Rules and Routing Tables

To/From [To '0: from all lookup local |
32762: from 172.16.14.0/24 lookup moon

Subnet 32763: from all to 172.16.14.0/24 lookup moon

Routing Table [ 32764: from 10.0.0.0/8 lookup moon

32765: from all to 10.0.0.0/8 lookup moon
32766: from all lookup main
Add 32767: from all lookup default

Add Default Gateway on Non-main Routing Table

Default Gateway
Remove
WAN (net) Interface
Listing of Routing Table: moon
Routing Table Lmoon ¢ default via 10.1.1.1 dev brd linkdown
10.0.0.0/8 dev bréd scope link src 10.1.1.23 linkdown
Add
Add Interface into non-main Routing Table
Subnet 172.16.14.0/24
IP Address 172.16.14.253
Ethernet Interface brs
, Remove
Routing Table | moon + |
Listing of Routing Table: star
RO === === ==——————- None in the list =======eeeeeeeeeae
Add Routing Entry on Non-main Routing Table
Network
Gateway
Ethernet Interface
Routing Table | moon |
Remove

Add

96 : NN FEE]“br5” By TAEAVRS IR H > #£“moon” -
EUGRELE BRI R E o FR“br5” EEE IR T4 -
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“moon” g FHF I A4S RATT ¢

Listing of Routing Table: moon

default via 10.1.1.1 dev brd linkdown
10.0.0.0/8 dev brd scope link src 10.1.1.23 linkdown
172.16.14.0/24 dev br5 scope link src 172.16.14.253 linkdown

Remove

97 @ “moon” FEHFENE

ZAMREEIRR - BIURIEIEBAZR (Moon & Star)

ik 2
Mstar | BREH ||star BREHFR SR FEZA/ MBI ER . — - B8 moon F—iL > F4&
RV R SR BN I LN g A B -
T HI et AR BRI M2/ - RN HE SN —EtEEEs
Ustar ) BEHE ||PNBEIUA R > o DGEAREEEs R 0 RR EE I e % B iRt o star BRERFE
RV R SR RS SR SRS RS T B > AR E IR E e e RS TR &
BB T star B moon F—EE » EEELEE | Border >> Reshuffle >> Confined Routing |
o ﬁaﬁs AL e« 1 s R A - 45 7 A star % - 2. 77 Add Default Gateway on
Non-main Routing Table &I » f star T8N HRE -
o TERLER M 4HAV SRS S FR (PR Y FEREEREH - BIREESH H 284 1F main BREHRH >
BIRRBE IR | oy v e 14 -
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Http Reverse Proxy for Request Filtering (&8 HTTP /[l {{IBB B I HTTP FB3K)
HTTP R[@LIR . EIREILFERANBIEEL 2R

%ILERE  IRE R E S FIEAYRE

FESCHIRYERTT - FfIad T T IREESE | B TP s, WIRERE] - EITERRERII MY HTTP
FOR (TCP I 80) HEHALFINEALA RS P HI(EIARES - 28010 - SRR A — (R S PR -

o FETHIBE— SRR 1P AR AT Bl — — 2 H AR RIS T HAY IP i
HE BT EHEYRSE ) AREZIRTI— 5 B

= IR S {EERAE (140 www.gaga.z 2 www.dada.z) [EIRHEEIE—{E/ARE IP izkbEE - B4l
f<SE IP AEDHTE AT B —(E HTTP ZURIEAZLE—(E4Es , - It > Wt AR [E4Y
s E AR [E A EE R Es o

BRI ZE ;. Azblink NFV &R HTTP RR[E{LIE

By T IRESFETESE > Azblink NFV SEEFE{E HTTP K2 HEIGE Thee

S R AY IE {E

HTTP iz [a(CEHE(EHAR Y IP #EEA[E - BEEg AGER HTTP HEM A

1. BEEHTTP #E5E 7 A &g A HTTP SR 11y Host AE5H &1 URL -
2. MREEHESYA ¢ RKIR T AEHE PRy BTSRRI AR E S HAE -
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ﬁ Act as Http Reverse Proxy for Request Filtering

Border >> Web >> Reverse Proxy

Use the host as HTTP Reverse Proxy List of Destinations
—————————————————— None in the list ---==========muu--
Submit
Request Host (e.g. www.gaga.com)
Destination (e.g. 192.168.1.5)
Add

Remove

S

98: HTTP i [m (AE R E & IH]
&R & Bl

B AR > BIE 2 (a3t R —(E A 1P {ihk > tAE/E B — Azblink NFV P& 5l -
SR VERURE A [FIIE IR - S R ERY P ER HT TP falfkss £ -

e FlETHER S HAE
www.gaga.z &5 °K||Host #Z5H : www.gaga.z|[f# 285 A & E ik es A
www.dada.z 35 K||Host 1Z5H : www.dada.z||[## 2% [N Ei &)k gs B

&S - HTTP Sm QBRI T A IRERIRE T - S 2 (EaaE S L I B — 0B IP > [E]HRFIE
OREHE SR BB 355 K BV RE SRR T 8 (3 H BBy b A 25
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Border >> Web >> Reverse Proxy

(¥ Use the host as HTTP Reverse Proxy

Request Host (e.g. www.gaga.com)

Destination (e.q. 192.168.1.5)

@ Act as Http Reverse Proxy for Request Filtering

Submit

Add

List of Destinations

www.gaga.z-->172.16.11.201
www.dada.z-->172.16.11.202

Remove

99 + HTTP 1 {REEFR S [ a7

requests to www .dada.z : A i requests to www.gaga.z

traffic destined to 192.168.11.202 port 80

N

etho

net

br3

brz 7

yirttatbridge 1

bro

fw

3 W

Ko

Toreatod

d I:nz

physical host

eth3 W

: Ethernet switch
—i

host with IP address 172.16.11.202 fY$ host with IP address 172.16.11.201

- --

[&100: HTTP [ fiw) (A A 7 1 {12 A%
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FENE ERF AL (VPN Virtual Private Nework)
EBERA AR ES (VPN) : NFV FERIZ = FE(P

T Azblink NFV -FERIZRBD - PICSHRE ST IZBIBESS - BINER ( Zone Definition ) -
RESEEEH M AR EESHEIREY —EERREELZRBAVNEMEEIRIE - 2 - BEFENE
SERELEMIEMEMAIRER DX EER LFE 2XHBEGAEHRERFH -

ERFAAMEE (VPN) EUEE T AT RN EE - VPN BSEROEHAHEEE (BE 2K
M) LEUME - ZEMNEE  FEEKNAEIRABILMESEATES (1 loc E
) — 8 ZRMEFNEEEZR - EANY FET - VPN NMERH T ERNEIKTZR (Remote
Access) TIEE - [EIFE 1B IhBAEI DL R (Site-to-Site) B4R - B ORAIMIBUBMAT —HNZER
BB T - AEEKFHFARPBOOUEFS LREEREHEEMN VPN R - BRCHWEREEE
MBI PR M BT R -

TEAFAHHF > VPN (Virtual Private Network » FE&EFAA4EES ) $5HYE © 1F VPN {E]fk 2552 VPN F
Flm o & B ET—E " RS o WORFAE IS R AV B B R

P B - IR EAGHEES S R ERE U o B DS —Um(& > VPN (Elfilkes P U i s ek f i
B > FESCAE AHEAYRE SRS /- RISV B — i R — B dss &k -

TEME IR HYIBLZCE - VPN StE —(EEES MNESRAVAERS /i > =T A ARUE R VPN [ A e
Ry TR SRR > TN TR RO T AR AR (T e AR B S AR AR
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[l (51 101 = VPN Z{FRH

virtual network interface creat¢d by VPN pr ogra%)+
‘k} * physical network interface

conceptual pathi actual path

etho(ft

A
virtual bridge physical host

bro

VPN interface

br3 brz bri

| virtual bridge | virtual bridge

A A A

eth3 A 4 eth2¥ Ww ethl

virtual bridge

AR AR » VPN (Virtual Private Network ) #5092 : 7F VPN {alfig#5E1 VPN FH P (22—

1 VPN #EE ) i > BRI —4HEE RS T o RS e R IR o S AR —

IP £ > K HERSAERS A E S - BmHY VPN A2 CRREEN AR > SCAE A E R A R
SIH ©

’MV FIRESRITAEERE » VPN BB E RS E T R4~ T EFARIGEE A -

B LA LA ER Y VPN BIE - EEAFMT - WP REBE SRR T HER E R
GréH By — A -

FEIOE L - W A RIEAIRE

o Client-to-Site ( A Im¥IILRES ) VPN
o Site-to-Site ( ILEH¥IILEL ) VPN

FEE LR B gl b > SCAT LAY BRI AR R, -

1. BEEEI( ( Routed VPN )
o VPN #ARILHY IP T4 -
o VPN {THEE T —(EE S - 2 P R E R TN -
o FHEFIEWR VPN » HEFEHFHINAFR]  SBisENRE " &, E(E VPN
FHGRIA] -
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2. 15153 (Bridged VPN )
o FHEELLLKYIE (Ethernet frame) JE=UHEETLEEL{EE -
o HEE A/ NEFAEES - R T SR U B E—(E L2 BEfRAES -
o FAERFEMERE FERABEE > FENEIEE 2 EHIEERE—E 1P TN > gl
BERRSIHEEAE S > A E SR E PR NI B

Client-to-Site VPN {1y S8R 7R - /& TEI A P elidaln & TR A=A -

PP s e R VPN A2 R TLRE eSS — (&Y SR D VPN T4y 1P fiztik © 2
& > AT EAZEAE ERAVURE - BV SRR IS (B A A VPN 78 - H VPN fa]fres P
AF R HERE T HYEE 748 (X[E HY subnet A/B/C) -

VPN Connection

Internet

..............................
............
......

102 : ZFiw £ uEEE VPN

UEREETIERS VPN (Site-to-Site VPN ) S5 1L il (A < R —FRIFEAY VPN 87 © S HE
TREY T4 ] LABZEAFE - SEBALR [F)— A (e A o — B¢
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103 : BEEHEE VPN

& Client-to-Site VPN [ " & faf5z( | #(F - VPN ] Bty IP Lk & AE SN E R —(ERA
T4 5 [FIRRHT > Site-to-Site VPN 5 ERFIRERERH, - RIFCFRE (& 1P 148 &S i {l E Ae b
o R ISR ARG T R BRI P AR R R - A dh A SZ#% Client-to-Site VPN
FURGRERRES > (2SR AE BREIBEE T (E -

SR AR R -

o f&## (Bridge) @ T{F{EERIHELER - MRIEZRMEESHETHY MAC firhl A5 E B AL RERENE
—{EE R A

« BEE (Routing) : T{F{E4EERSE » (K5 IP FEEEHTHY IP Azl ACHIEESELHY T —{HES e
i o

I PRIGHEEE (AT VPN :

H1 VPN R ZUEE LAY RE AR /i R ECE IP firdk - M2 oI AR —(EfEhees - B G iR
1581 T ELREACHA LKA AE -

network layer

]

data link layer MV wc Bridging

physical layer %HY pHy\

Ethernet interface 1 Ethernet interface 2

[l 57 104: 15 $%

I PRSI Z(AY VPN
1 VPN RR UL YRR R /i & B IP izl - 0 S SR HRS ER D E B e L E T — (1
RS o

IP P

/ \
data link layer MC MAC \
physical layer / PHY PHY \

v v

Ethernet interface 1 Ethernet interface 2

network layer Routing

[ (57 105: #& H
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Azblink FEBET £ EE—25 5 Y CA ( Certificate Authority » JEEBEFEFEIAL) » ] E {74 S8
B - RO

. Eﬂsﬁ‘VPNﬁﬁH%@ T%Ef

o fE VPN fZEliE {ThnE R IR E AR
TR4ESTE VPN [ERITES - SE AR T SRS A oRE ) - NIIEAZEEHRES M

BH > RZEZR AR E B RS E (EAHET -
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VPN CA & Key Management (VPN 7&R:E Bl E i8 & 18)

AP AR EIAY VPN (Virtual Private Network ) » 245

7E VPN {Elfk#sEl VPN 2 Fimase g b 11— e eAdrs/ rm Hﬁﬁ?fiﬁ:@ﬁﬁﬁﬁ’]um% Ep
Fo— R P £16) > K HERMERSE AT Sy > FFH VPN SIS R s - 4a F e HE=E
)EH o

HWIERAEAS - VPN EGE " 2 T RO AR BHE e - MARE T iE%
EHECELNEIAHES -

\

LR T EEES e XG0 SVA R RS S ta sk i S o s BB N o
Azblink NFV Qém@ E5EHL CA (Certificate Authority ) #&] » 0] DIE AR H 1744 VPN
Ay (E ikes Bas L Fln/Ess - SEEAMBEIMNIB AR CAE - 2B S I DEREH
#L CA mV4HER AT ~ BEAL - I*””ffl%ﬁﬁﬁz BIIHEFEHCREBNMZECA -

CA Generator Server Key Building

(certificate service request)
(private key)

(public key)

server.csr server.key

(private key)

client certificate
generation

generation
_..--—"'" server.crt

(public key)

ca.crt

Client Key Building

client.csr

k 4 (private key) client.crt
Distributed to VPN server and client(s)

[& 106 : VPN §E4: pisfe

(public key)

LUNERIHE R AR T » S {E A EBrEy -

1. 277 Azblink NFV (N7 CA (FREEEEL448 )
TEE KB Azblink NFV /Y VPN THEERY » SR e wia b—1E T N%EE CA |

1. E4 CA &9a¥
o CATLH @ HEAFEES NPV EBEP & B E - DA ORE - ARSI -
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o CARNSE CAINREREE : GIetaS AN VPN fEIHRES » DA IR LERE T Pl E
B FZRERE 2 1BFTA L CA FHIEE RS -
2. HET CAE
ZmEH AT DI Ea B CA I TREEN (WAEI4TE ~ 4HEKE AT - Country code
%) o BEG NV B AEFEHCHEEAN T HEEET0

HitZ1% > Fr VPN AEREESS (fafes/SaE - FPIEss) d e s EAEE CA 2538 - 4Hpk—
(B =HF ~ HEFBITEZENE T -

2. £ NFV _[EAE VPN falfk 25850

P B Azblink NFV P& R VPN (Gl s L BV EES - FHAGEM P imieat T 2 LHY
HfE T2 (ERRAY VPN {alflegs ) -

fAzblmkNFVJ: ER(EBEAER 5 TN BB - B A RS R
$so

1. VPN {Elffigasoc g EAM Lt —it ERkaSTAR -
2. ZMREREANE S BER CSR UBREHEHK)  WHEBEERE—E NFV EH% FHYA
HCAE -
3. N CAEIECH CATAS Ri% CSR %% > /L Efkas B
o /5375"17?@ (G EIORAY -
o WA CA{EH] CA RLsgFE A VB 5 » (RILEEE R e CA X% -
4. ﬁﬁlﬁ%%ﬁf“éiﬁﬁl&%%/ﬁﬁ‘ ELIEEEFAE NPV SPERTAHAEZE 2400 - 10H VPN EikEstE
FPEUAER - AREEM "B FZE ) BFHEE -

HE VPN 2 Film PO HE A S & NFV Y CARRERE - BLAE(E ] CA A ibnatnk A ikas B8 HVER
Eﬁﬂ%xﬁ AR EHY VPN (Efzes -

3. 7£ NPV _E#Ech 8 2 1881 VPN FiIEiBas

Azblink NFV SZ5 1Y VPN 17 2524 Y OpenVPN Fifit 2 b BRI **(El ik as &b A 4 F P /%
SGEAF (Client Certificate Bundle ) **i 7 X AR EH{FHUEPE - MECR SIS ERY -2 B a] 38 i M -

RLBEERE

1. MPREEEIL © 2GUEHHEER NV ER M - KL VPN EH#E (B —a#im:x
) B —(EE @I VPN H P E

2. falfEstn SR AE R - BN EE M Pl - NFY P58 B B E ket £ — e Ay IR LR
SEiRAEERE (PKI) JTif
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o  FFimifl s (Private Key)
o M FUEEE (Client Certificate) © FLIEEH LN CA (BB EIREE ) 23k -

3. ECEESTEEEL - PEBRER T LR - PRS- CAIRUERE , ZettiTe
s PP i AT AR S EAEAS 20 (B4 PKCS#12 BUE LAY OpenVPN & FimlcERg L) - V8
EHSEEEEE N I

4. UmdhEfEEE ¢ EHE R BRSO EEE AR H CimEEEE (PC ~ SEECTHE) Lo B
AI5ERYE VPN RS S - AR CR o

(BEL SRR AMRR T IR R P T EhE A SRR - MEHEOR T PR A RS R RS — H
£ > JZ OpenVPN B5E NEEERHY 2 4 H S izl -

&—{# VPN X Finil G A —EE R A P RGN ER R - SAUEEI R AN
"VPN 5751 | o SERKPEAIR > ZESEFEETL VPN HILGE - A REEIMNGAIRSTEETS ¢ 5
Ao g [F o MR RE B4 -

ST S E T 5 AR SR (R

o HEFWBEFER:
— BACEZEAERE - H1& R ZRE) VPN & Sl fE ERER TR - SRR R AT RS
/G
BRI AT FHEAER » SR RET T B, BH VPN BARE ) AVERER - N EFE IR
LR FEE S -

- WRIEE " HEIRE, FVESEER
FE4T &5 Azblink UC / VolP Bif TEhEREEIE Al - RIFHRE -

FHEUNEIPRE > 2R TEICER ST VPN - PRI A A3 A8 sk e i (&
Aes o (REfEE T - A5 E i F BRI A VPN IRGREES - B AE gl
B~ BREIEE AN ER o EREEEREE 0 VPN DR R BB o B ER
Sk T EREREERRL ) —BEES > AR R Sy ek

o TEREERAETEFRSE -
EHEBEEREBEKSAREE - HEE NPV EEY AR PSS e
BEILZILZE VPN (FHUEIR - SR HAIRIT G X -

AR ¢

£ Azblink NFV | » AERZFFS MY CSR _LEUARAE - A EEOR i BT A S i A X E] %5
& AP ImSsa Y A R L EE Y > VR R NPV fa]iRestn 5 Eh5epk -

FEEEGRIR P - #OEBE —{0H NFY N CA ZRNVARAPmRER ' RARES
ERBHIRLH - A RRE VPN EfRSSBIIZEENNEEE -
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4. VPN SR I E R A RS
& P AR ] Azblink NFV [ VPN {a]fizasts - RECELCRELL T 0B -

1. EFHERHRHR
o FHFUm#E4RZE VPN {alfikes - fEiks32HECH "EReSEE ) -
o FHFUH{EAELE AN CAFRE (CANE) Ess
» EREREEEEEGH TIEA NFVHYCA ) FEE
- REEEEOIERE
B ESTEASEARA -
o [EW: > AFmEEECH " HPmES ) B4AERES - EkEs/r e A E—(E CA
MBS TS -
2. WHREME T NETIESE
o EEEMBGHIAE o R E(E A IIEEEE (Cipher Suite ) Bil—4H $fE 0
FI T TAEMSEY 88, (Session Key) -
o fEIE—ZIEE > Wil MHIFTE VPN e (& IP B &#EL) #eEEFE4H Session
Key 4 iy -
3. BEIEBEEEE S HE
o VPN {aliRe38LH P B 21 —{E R SRS - oy BCEER SR P (idk -
o AP EAEAER RFEEE RS T ERE R,  WWERGEHEE
B I ~ B W EBORAEE EER -

Rl nE A S > 2% THAR VPN o SZEFERS N ARSI | EER
Azblink NFV {[32875 4 B EE B4 » SC R e R B B e I -

5. [ F A CA HYE R4 I

1 CA HEENEEAE Azblink NFV S5 > HRE(EE S ERVER - I DHE TP E —H T

o FHIURIMEEAFHE CA
FE58 =3I PASEAE PR AR PR RN R T (BlanEaRaEEs - Ehes - NEEETL) - )
AR LB 1T s S BV HUR G

- BEZFHEAECH "EEE
F—15 Azblink NFV # 5] AT BILHY CA FASE R - A BLEA S Z[E — & Bk
Zo MERRHEEERTRK -

o BEFZUEAPTMRESETEEH
HI5Y CA ~ VPN {Elffig s ERE B METAME R — & P& b Bl RBEEH P /Sas - HRSRE
ARBHIR G > AT LA [E— (& B — REE AL
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o FEIC NFV i > B ERLZ2EE
Fo& NFV _ERYSTE (net/dmz/loc 35) BREHEHAENE » EHE 0] DUREC G 1 R A [F) 204
JE&) ~ A[FET-HEH R LA T B ERY VPN A HUECR -

- HWEBMLEBESRRIIAE
B TEN AR ER ~ UC MEh e H B LIRSS VPN /Y55 #A] DR A T A MRS
WHIAITE T HEEILE EilE - KiEE T eiRey—SEE A -
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Client to Site VPN Connection (& F i 2525 VPN)

IEAIRTSCATL » AP ER SR TGRS BY Client-to-Site VPN » [I7E** MRS | **iE
(i o BRI » WS B VPN BT (EEF 1P 748 o 7EAT At » VPN L5 e i Bkt
i b=l R

o PEHIEEEA UDP ELR (THEURSE 1194) - PR TLS/SSL ATHe kA Bl fll s =
% R R EER e ARSI E R A S -
o EORHEENEY (] AES-CBC 5 AES-GCM F 2 MR RV E(FHEI T IR -

=¥ ¢ FEELRRARATSHE AL SEED ~ CAST ~ Blowfish ( BF) %% 64-bit block cipher - [R £y 64-bit IE&HEAT =577
SEETARSRERER - BF LgTEE—EERE (FlU 64 MB) &i&HIEH b eE
DA b - M RG B EAE J7de g - B AN DIE TRk % - ARZEEEHEEEN -
WgefaH » ¥ 64 (it 4N EH: ({5141 SEED ~ CAST ~ Blowfish %) » {1ESFE—HI&H# T
BIENIfEEAVE R E 82T 700GB » FLrREH IR i gaymbe o B T REEEE - 2AgEE
Hi£%) 64MB Eifl% » HENEN I E BN PIEHE -

RILE - BIE R RS A RE R Sa VIR R S SIS AT DRI E S L e siy 4 e

M e

Y5 VPN (i Y F48-2“172.16.38.0/24” > HBMEE VPN RS 234E 48 Ty 1P HHE£“172.16.38.1" -
fRE] DU R AEE 1P HhE SRR VPN ARESEs o B0 » WISRATREE S & 22 8E T — (@St 1% - I
FyifE VNC G256 G 3 B TCP 1R 5904 » FIEE(R AT DAfE A VPN 4% VNC 1225 » Wik B LT
SEIRET e R it AR &

&) subnet Allocated for VPN Setup Wizard: ~Steps 1/4 - Next

Vpn >> Connection >> Address Pool

Network Address: 172.16.38.0 Turn Off VPN Server Process Submit
Netmask: 255.255.255.0
Maximum Number Of Concurrent Clients: 91

Allow Client to Client
# Force to use TLS1.2
Data Cipher: AES-128-CBC

v AES-128-CBC
AES-192-CBC
AES-256-CBC
AES-128-GCM

The IP address of VPN server will ~ AES-192-GCM

you specify on above. Changing L~ AES-256-GCM

clients fetching new configuration, ~ CAMELLIA-128-CBC
CAMELLIA-192-CBC
CAMELLIA-256-CBC
SEED-CBC
CAST5-CBC
BF-CBC

[8] 107 : Z EiEZ 4805 VPN Akt
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@ Subnet Allocated for VPN Setup Wizard: Steps 1/4 - Next

Vpn >> Connection >> Address Pool

Network Address: 172.16.38.0 | Turn Off VPN Server Process Submit
Netmask: 255.255.255.0
Maximum Number Of Concurrent Clients: 91

Allow Client to Client
# Force to use TLS1.2

Submit

The IP address of VPN server will be the first one in the range
you specify on above. Changing Data Cipher requires all the
clients fetching new configuration.

108: SR # i as i

VPN F 48 B (Gl AR 2SI 31t (B EFRER E B2 3X (Pushed Setting)

B89 : BRISHEN

VPN & SR I{% - H ARSI A RE AR ]2 VPN ([EikasFrERIm St T84 - 2801 - Bl
AR LSRN E ML TR RS - B TS e -

Pushed Setting # HIVIEE Ry T EEDVE(E R © B HEESR - o DA S S & PR &

A FENEHVRIE T4 - Wi VPN (R EsEOE Ryis S E - 48HY T — Bk (Next-Hop) FiiH - fifE
PR EAE L SR H AU -

BEREELE
{E25% VPN [ FIH T4y 172.16.38.0/24

VPN {alfigasfE L A H AV fzak f 172.16.38.1 -
o FTHHEHLRRIIHY VPN K Sl o GRS THE TGS HHEEE P -

EH BT LA | Vpn >> Connection >> Pushed Setting ;R /E T4V FH T AHHERSS VPN
# P o I A VPN FFIRREFHL | 48 €, > WLFRAE Pushed Setting SRIIAL T-48HY
ESETEE - A1t P imgi e HEhi VPN fEIARES IP (172.16.38.1) 5 A% T-4EHIRIE (Gate-

way) °
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[E—(EE Rt DHEE

o it VPN K Flim{sE FIY DNS fafkes

o LUK (EFREE;) WINS [EfRkes

o EEFINEMELIER - (FGEE VPN EEE A DNS / WINS » #E— S FHIREN
AR -

109 © VPN & /i 148

L

Internet

...................................
,,,,,,,,,,,,,,,,,

enterprise private network

@ Setting to be pushed to VPN Client(s) Setup Wizard: Previous - Steps 2/4 - Next
Vpn >> Connection >> Pushed Setting

Traffic Routing Server at the VPN Destination: Setting Published via DHCP in VPN:
Destination Network:

| WINS 3| Add
Netmask:
———————— None in the list -—=--~~~
Add

172.16.38.0/255.255.255.0

Remove

i ) Remove

[ Redirect Default Gateway Submit

110 © 2 EIR 7 4805 VPN [ HESEL

B2 VPN B S A VPN AR5 esrY 1P HEbE(F S % T 8ErYRaE - EAh > B n LA
FE/ VPN 2 P s ] _E B A HIFTREVIEE WINS fJBsesi DNS ffsds
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%38 VPN FHVE i £ 51

EAENFV P& EEEIL— S RE AR > AR VNC I 5 3L TCP 32 5904 - Rzl i A &
AR A EGL e A

1. fEVRG A B RE) VPN » PS8 iSRG B p i AR 22 VPN falflss -
2. HLREIIR > BE) VNC Viewer » HLR HATRRE Ry -

FHEATHE © 172.16.38.1
HLRIE 1 5904

Mg .
aH/TE .

e VNC (Virtual Network Computing) & FliF B a3 1Y 22 2 NFV SEE R BH/Y IP
(172.16.38.1) - [~ EREHETHEATAES 1P -
o HEBEVPNEEEIIZE » VNC(HEEE P S R [E G Bt T AERI S -

ERIEGETIEEEAHRE "o VPN ~ HEERE  #UEE > PrnERRL - EEA B8 ANEH R
I > BOURIEHCARK Azblink BREE/EEEIE -

o HWAEHRABSEAESE SSETHUSIE 2R FlnBisiz -

o JEIT VPN ELRRF A REIMAMRSEEL - o] RS LE R

o HAZRESEDL - mEEEPRE T ENAE > BRY Y ES - NaeiRs M A BT
B o

NFV A cA (EREABRENEIRE)

Azblink NFV SF- 5 EEESJE CA BB FIRIESMI AR CA « EHEF D ERETE
o

1. BRERES (FEREIHCHBNEERER)
o B> TVpn >>Connection >> Key Generation | 7% [~ " Purge | -
o ZIEMERFTATHEKDY CA / [EIIRES / & Flin/Sas Bl i o
2. BEEITETHY CA (Certificate Authority )
o AE[E—ZE1H ¥ A CAHY Common Name ({3l : Azblink-Corp-RootCA) >
o 1T TGenerate | » LEEEL !
CATLSE (MEFEFAENFV &> RN
CAEFE (Hig AN EES a ik as Bl FlmiSas & 4 FH It CA 3538 )
3. EEIr VPN {EfiRESREGHEE
o BLEITE—EELLHHY Common Name (3] : Azblink-VPN-Server) ZE17{EREE 4
HREBLREG o
o ERNIEIE AR R TP R o REEREERE T E o
4. RS—{E VPN ZRImEL BB RS
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o REHEEAESIEETEE—E HE—H Common Name ({51 : alice-phone ~ bob-
laptop ) » WiEkEMRaeHWKE (Valid days) -
o ‘FEgHBIEABEN "X FIRfAE + & P& 0 WLANE CA EITEHE -
5. EEEf VPN R
o EHTHY CA K EIIRES/EEERILSER % » @R EHTELE VPN {EIRES » [HEEFALAE A
BoRTHY CA / Rl es i il Bag e -
o HFImEERITIIE CA BlE k=S /BEE G R BB HT Y > N A Ly -
6. TEE Fmst EMRE
o JA TVpn >> Connection >> Client File Download | H [ » B miEIIAYE Pk
Common Name ({541 earth) -
o T?ﬁaﬂ’aﬁﬂﬁﬁ)ﬁ st ERE » HPEAE -
Ei%)f'flﬁﬁl?lﬁ%f&
RIS
. U\& NFV CA /&5
o [HHERFEAELSmsef LI ALLEERE > BRI EL NFV HYI%E VPN 4R o

@ Certificate and Key Generation Setup Wizard: Previous - Steps 3/4 - Next

Vpn >> Connection >> Key Generation

Country Code NB | State Code na | Cert. & Key for Client(s):
: Common Name
Locality here3 Org. Name thisPlace
) . Valid days Generate
Org. Unit IT Email me@myhost.mydom
Client Configuration Set List
Submit clientl:earth Aug 2 03:20:00 2029 CMT
CA Generation :
Common Name  galaxy Generate

CA Certificate Expiration : Aug 2 03:19:41 2029 GMT
Cert. & Key for Server:

Common Name | sun Generate

Remove Purge

111 © 2 i £ 0ERE VPN S5 ENIE

=

A2k

BREI vPN IERE D,

HIS Azblink NFV £R ] T —EZ Pl —ERA8E ~ —REE ) 1EEt

fﬁ HESERUERE L R ERE - AR VPN R AR N R RS EES |

EERER BB G > HARAE NPV _EREH (revoke) REBRENIRI IR - e
DA 58 A A RS
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o HRERE T HEMEIE - HEREE - B REG ) AR (BIL1EE Azblink UC 4T ucChat 2
&) o MR E AT DU & 28 PR RIS R 5eRk VPN BT - e i BUA A E
Fe i imati s o

BRGNS > S EHE Azblink NFV [EIRFE © £ —Gaefi b - RIA[SERipsing ~ &origss -
FUEH AL R -

) Ciient Cert. and Key Download Setup Wizard:  Previous - Steps 4/4
Vpn >> Connection >> Client File Download
Please press reload button if the New Cert. and

Key are the very first one you have generated, or
the Cert. and Key have been modified.

Client Configuration Set List Client Program Download

clientl:earth
Reload

Unified Form Download (for OpenVPN Connect)
Per User Key Download

[

112 : F PSS NE R P m £ 48k VPN

o FENIFAA CAEYHL
. VPN RIS
o ERTFHMEERREHNAL -

1F F S A PR A T #Y T REZELE | (Client File Set) > F§% 1 T J31Y Download $%§ft - B[l
A HUS-E A Plny Z e BLREE BT - 28 g My —(EAPImELE —) BEEE— 1UEE

%> HhEESZIEEmENRCER - F P miAeEE PinSss - 2B B HE e (EEEZ
S ERLGE A (FIE AR R B (R (S ) » A FE {8 R LB AE VPN
H Pt =R B A 52 E e

— H P Imp e A S4HMEZE - DAt 18 Azblink NFV VPN f{a]flk 28 7 2400 ?f?ﬁ%ﬁﬁ/\mﬁ
B —— B A SR B e RIS - BERGTREES T ARKERIEE)ETL VPN | BTG

5 B3 —EREI - PSS ERE TR %ﬁ"ﬁﬁn‘ o e AR e = 5= H EhEE) VPN

AR ANTRE(FHEEIMEES AR » B eI @S N 5 s o B s CH - SR A

EpElz ot o
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Site to Site VPN Connection Routing Mode (It ¥tk VPN iE 43 FEH1E ()

UEEEETUEEL VPN BT AR R R EL o A - IR AR 2 g i B B s —
B ISR o B P SRS VPN R EIRYE - BEREATEES VPN AR RN E — GBS TE)
BOE 258 VPN F Flnfes\ - A EAE W S5 HE — 5 e E VPN FER 2R > WEEm & £
[ETFEDT VPN A - B ATER (A4t B0 - EACET - SefIESTam T DA iUl | Aok
BLATUEERS VPN -

UEEEETIEEL VPN & (5 FEITHY CA CBREERMETL) - B P imEiBhRE VPN (EFRY CARE -
WASTHNEIL - Azblink EBEF- S FHER(E R UDP #2 7777 fE RyUSREST BARE VPN BYEERIER - Wl
VPN flE & GAHECERICERE S TR T ABE P ficdik ) o DAWECRIEAE A5 (LAY WA REE 2 10 i
i o

WL TR E] > AP EIRHEHY VPN DhRE - Hofo 2 —( " EE szt (8 Az
ZETTED

o fEBEEER T o EEREH G HIEIR—H P ALk - WS ERZ S A0 1P ESH

o £ Z P UmEiBhRE VPN o (Gl Es B P i AT R P YRR BE 1P (Ll > EREAE A — (st
TR -

o {E VAREESUERE VPN BT o RIS SR AL M 25 BO B — AR 8 1 ey 1P izl - PRk
— SR EIRAA Y e B SR AT H] -

TR

i85 A E A 28 1 Y 1P izt A EEASEAE—IRE T80 1P EEEZE - LIS RS R E
ETPRPN S o SR A P B TSl o DERATUEES VPN EREAE A T A A
TEMATSE I > Ry ERRGE TR ~ F2E AV S IhE e -

@ Certificate and Key Generation
Vpn >> Site-to-Site >> Keys

Country Code NB  State Code NA Cert. & Key to be used at Remote:
Locality here3 Org. Name thisPlace Common Name Generate
Org. Unit IT Email me@myhost.mydom Client Configuration Set List
~~~~~~~~~~~~~ None in the list —=======mmmwm-

Submit
CA Generation :
Common Name Generate
Cert. & Key to be used at Local:
Common Name Generate

Save Remove Purge

113 © yE¥UL VPN SRR
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DU 2% AR BB AR o i e el -
Site-to-site VPN'HY CA & LU H=UA Ry ¢

114 : ph¥%fyE VPN CA 4ERk

@ Certificate and Key Generation

Vpn >> Site-to-Site >> Keys
Country Code NB  State Code NA Cert. & Key to be used at Remote:
Locality here3 Org. Name thisPlace Common Name Generate
Org. Unit IT Email | me@myhost.mydom Client Configuration Set List
————————————— None in the list ============ux

Submit
CA Generation :
Common Name  quark Generate
Cert. & Key to be used at Local:
Common Name Generate

Save Remove  Purge

&l 115 © BEBEZEuEEL VPN © R as @ smilae = 4k

@ Certificate and Key Generation

Vpn >> Site-to-Site >> Keys
Country Code NB  State Code NA Cert. & Key to be used at Remote:
Locality here3 Org. Name thisPlace Common Name Generate
Org. Unit IT Email me@myhost.mydom Client Configuration Set List
————————————— None in the list ~======—=mewu-

Submit
CA Generation :
Common Name  quark Generate
Cert. & Key to be used at Local:
Common Name  neutrino benerai;

Save  Remove  Purge

A7 ee s A e i ﬂiﬁﬁu)\ ‘Common Name” ;% | “Generate” % §H4E Y ©
B T ARKRE gl » 55EE “Common Name” il > ZA1% BE¥E“Generate” {451 :
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@ Certificate and Key Generation

Vpn >> Site-to-Site >> Keys
Country Code NE  State Code NA Cert. & Key to be used at Remote:
Locality here3 Org.Name thisPlace Common Name | electron| Generate
Org. Unit IT Email me@myhost.mydom Client Configuration Set List
————————————— None in the list ===========mmx

Submit
CA Generation :
Common Name  quark Generate
Cert. & Key to be used at Local:
Common Name  neutrino Generate

Save  Remove  Purge

116 * BERGZE AR VPN & 2 Pl i AREE A

@ Certificate and Key Generation

Vpn >> Site-to-Site >> Keys
Country Code NE | State Code NA Cert. & Key to be used at Remote:
Locality here3 Org. Name thisPlace Common Name Generate
Org. Unit IT Email  me@myhost.mydom Client Configuration Set List
clientl:electron

Submit
CA Generation :
Common Name  quark Generate
Cert. & Key to be used at Local:
Common Name  neutrino Generate

Save Remove  Purge

117 © BE¥IRL VPN © A pREaf]

BERUA B3 i N RS MR S B 55—l - mT DU B AR N R B R A4 S T TV ok
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APA

IRBBEH FE 2 55— a 3014 “Vpn >> Site-to-Site >> Gateway Network Setting” 5B T~ o

LU PR {8 B el PR VPN R E A1 -

@ VPN Gateway Network Setting

Vpn >> Site-to-Site >> Gateway Network Setting

UDP Port for site-to-site VPN 7777 CA and Key File Set Upload ( will replace current CA )
Local Public IP 192.168.11.202 Browse... No file selected.
Remote Public IP 192.168.11.138 Spoad
Local tunnel device IP Remote tunnel device IP . . .
@] Start Site-to-Site VPN process Submit
192.168.99.3 192.168.99.1
Remote LAN Address Remote LAN Netmask
10.2.1.0 255.255.255.0

™ Acting as TLS Server by using locally-generated CA and
keys (otherwise, file upload will be needed)

Data Cipher: AES-128-CBC
AES-128-CBC $ |

Submit

[ 118 © VPN RTIEES(E By TLS faiks
AHE A 1P ik By 192.168.11.202 » FiliG A IP {irsik £y 192.168.11.138 -
RIS IPRIGEEET VRS VPN SR -

. Kiﬁji_i:ﬁ\ﬁ (local tunnel interface ) HY IP 55 192.168.99.3
o IRIFIEIES N EAY IP £ 192.168.99.1

£ LHWZEIE%EP F‘ﬂ% {[E7-44 10.2.1.0/255.255.255.0 - 2241+ 10.2.1.0/24 3= T-4EHVE £

JEE AL VPN iiE ~ F¥HIERY VPN R E K
DIN Rt LARAYEE S A (FHE 119)

o EIEFIENTERE P f7HE B 192.168.11.138

o B ZRTIULBLEIIEEL VPN LRV EN IP £y 192.168.11.202

o TEIE—UE > AHUEIESE P L 192.168.99.1 - A T P 5 192.168.99.3
o S—ImtIRE T4E Ry 172.16.9.0/24 » A T-HENEM L EE B L VPN FEEEA
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@ VPN Gateway Network Setting

Vpn >> Site-to-Site >> Gateway Network Setting

UDRP Port for site-to-site VPN 7777 CA and Key File Set Upload ( will replace current CA )
Local Public IP 192.168.11.138 Browse s JCINCES e GEU
Remote Public IP 192.168.11.202 Upload
Local tunnel device IP Remote tunnel device IP . . )
¥ Start Site-to-Site VPN process Submit
192.168.99.1 192.168.99.3
Remote LAN Address Remote LAN Netmask
172.16.9.0 255.255.255.0

| Acting as TLS Server by using locally-generated CA and
keys (otherwise, file upload will be needed)

Submit

[E 119 : ZEimihEL R VPN FEEE NS

DA &0 F ) e e B s BB AR (P o SR B 4 e SR R OEE
192.168.11.202 i1 192.168.11.138 i i ([ fir Hl- 24 B & b AN AR 1P firdE -

Fo 1 R EERG IS R LA > LFYERI(E 149 172.16.9.0/24 B 10.2.1.0/24 7 iy E4% - HFHELR
(BT TR RS ) #HEC 2 B BT T 48 S fERY VPN E 1P Azt -

« U ¢ B VPN IR ) 749 172.16.9.0/24 » HAVE IP 75 172.16.9.1 ¢
ABRLL T4 L guﬁcﬁy 10.2.1.0/24 » FREHS 172.16.9.1 2 BTN 0%
/D% Ry iEfF 10.2.1.0/24 Eﬁﬁ%mﬁ'ﬁ

FHHE TS IEEGEK > AIFEE ﬂﬁflﬁﬁ VPN fEEN ERREZRT %’E%ﬁn)\?a EES =
HERREES HH - sEEMEAE IEMESEEE VPN MEE A & —f% Internet 575
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ZRUERE B IERE VPN BB

120 : yh¥nh VPN FEfE0E

10.2.1.0/24

enterprise private network
unnel device IP: 192.168.99.1

VR )T e G
Internet

enterprise private network

RS

172.16.9.0/24

LR BRI T > —5 NPV L% B alRe iR EEIRF 1L 2 PRUERLET IEES VPN iR (FlanEa2
{E57%E) o 3BT A LURyRE—{ik VPN LRI — (S8 LAY T IREEEUEES VPN BAI > HECES N
WIlEl 121 FR e
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ﬁ Running Multiple Instances of Site-to-Site TLS Servers as a Multiplexer
Vpn >> Site-to-Site >> Multiplexer

UDP Port Remote tunnel device IP
Local Public IP Remote LAN Address
Remote Public IP Remote LAN Netmask
Local tunnel device IP Data Cipher AES-128-CBC
Add
Remote Public| Local tunnel |Remote tunnel| Remote LAN | Remote LAN
UDP Port | Local Public IP Data Cipher
o P device IP device IP Address Netmask P
----none ----
Delete Populate

121 © BERGHUEES VPN ZEPIECEE
BRI
o F{HEPIENERERK TLS Server > {H (£ [EHY UDP #5% HEFTEE -

o EHEFEILAHE N " EkearimEERESERE - AEHE AT
Vpn >> Site-to-Site >> Keys °

o KNAfElkes B 2L AN - B—E 1 B S EEREEBERL VPN B IR - A EDEA

TLS Client B2 TLS Server 547 -
o FAL[E—EikEs L [EIRH7E TLS Server B TLS Client » jEFEEL CA ELf5EE
&R F AN S ST -

IR EA R > N2 R E (0 VPN JEAEHY
1. BFHMAR 1P EL UDP S5
2. EBEIAH  EimiEE /i P
3. v ER A HRFRRES FHEE

FLAEAE— 5 Azblink NFV P15 I [FIRFER E I 4ERE 25 (RGBS R VPN 2R -
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Site-to-site VPN in Bridging Mode (I #1115 VPN 153E1E )

UEELRE] VPN R T AEREE S E(E > SR R ¢ A S A T Y R ek
AR > GRS VPN M IE T F R, -

{540 = DHCP I F =k DHCP falfiRasHyEfEl « Zifk uPnP SEEHYRSHE - AREEZ AFERE

HHYIP T4 5 [EAEREELHE VPN PR FfEREETIR - BB E G A [F— (8 sy — D
73 > BB B B i -

B AR e A SRS > TR A T SRATEHYIERLRHE VPN - ZFEE R imaERs fra—

{EEE—IP T4, - PRAJEREEAR; » BB AR i B ARG s R ] -

o —fE IP THENIEREE—7 DHCP {alfiizss
o DHBSLIEWMBERSHE  SOGEL IPEZE -

EEALE - BERLRT VPN BUfE RS = A AR

o IP ZREEME ] AR VPN 488 S 2 RIS o FiY % ISP NN TE S RpAERE B 1P %
FEEME > —IEN T2 B85 B S Internet

o —EBPSIREAE (P40 OSPF) AEFLAHE IP ZHEHE(T Hello /S8R BRI -
ST > FIA " nhEERT VPN (FERESR) | SRR R A B —(E — @ 4gRs > <
ifri BT DARS A b 26 fE 3 & B Bh RS i E Y B I »

TR T 1L UEREE VPN B

THIREEFAZRER » (GRS T IR VPN BYEARES: -

Ry TR EE by it » IRIEAR & 8% 0 1P 537l F 192.168.11.202 £ 192.168.11.138 ; 45
FLEIEES Internet (FHT > ZER{EfZHEIES R 2 HEY AL 1P o

AR T — RAE e UG BART VPN 2878 > 5814 172.16.9.0/24 F]DIERG © HIRAE |
192.168.11.202 Fi1 192.168.11.138 & FIHITE 1% -
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172.16.9.0/24

enterprise private network

Tteedra,,

172.16.9.0/24

122 : &N Y Site-to-Site VPN &afd|

172.16.9.0/24

ethl

ta

bra

192.168.11.1

172.16.9.2

| bro / |
£

created

by VPN

physical boundary of machine

enterprise private network

public network

] lxpm traffic

192.168.11. 2
172.16.9.1
bri
ethl tapQcreated

172.16.9.0/24

P

enterprise private network

physical boundary of machine

by VPN

123 © fGEEZUT Site-to-Site VPN HYEFAIERIFERIH
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WIFTCHTAL » VPN FERERAEZUT - 1 VPN T2 BT YRR ARSI A B A BCE 1P fizth - EHA
FUCELIRYEEM - R B AR A48 - S (E VPN BT HYRE B T T AR —(E
fEfEes ) o FIHEA S A — A B -

£ Azblink NFV SEBEE 41 + SR TAZCHETT T S5 (BB BRI HE » DU BN B 2 A BT - 22
TEBHBAE VPN FORG BRI - R TR AR MO RGHEES o TP LT VPN (TREFR A
50T (TERA 2R tap0) TE WAL A BRA O e B3R T -

R -

o HFUHY tap0 A FIAMNAYR(EME RS (FlaTbrl)
o WImHY VPN TREH BB IF EELER(EERES R E L, - PR (AR R B
— P54 -

N (EERERS A S IE R4 LHBCE T P fztl - S W EE RS R R E— T 4805 - ERERS
RIS —T- AR IP ALHE R T ER - W HlECE AR ERIALE -

R ESRINEIL R
UEELRE] VPN (G5 FTfERRY CA ~ (Elikeseigilisss ~ DU N Bty Flne s il
55 BT A E(nEEE VPN BT T pERERA VPN (BERERIEZ) | B4 > FEESEANEL -
i BB B ede T DA T Vpn >> Bridge >> Server/Client | #7777 ©
EEEFRAFISAT 1P firdil By 192.168.11.202 HYis—UmEfTHRE ¢
1. 7EIE NFV e FEETTESEERC R &N VPN CA ~ (Elfikeseiaiil(Eikes SsE -
2. FlE—mETES " AR ERIEE ) VPG iailEs -
3. BiE—HHFPImeiE BREEMN TE MR > ZeEiEF S5 T (Il
192.168.11.138) - EHIUFE A o
TEEEZEE T -
o 192.168.11.202 i= E&ZS [EIRF A CA Hifafikeseia 1850 » b E#E " VPN R E K
g
o 192.168.11.138 HIIPE ASLHT Mkt H FimaigilEss > #1978 " VPN IS Plg ) o

7 tap0 fI AN #Ees
FE RS B SERCBRERUE (& - FEEN/HGE VPN RE fES I tap0 I A B ER G HERS |
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o 1£192.168.11.202 J5—1iij » i tap0 IAMERERS (Fl40brl) - BAEEG/ E (40 ethl) [
IRFHEME brl | -

o 1£192.168.11.138 Hi—I - t[EIEEZE tap0 A E HrAIIERESS -

B E RS VPN (CREREHEC) BREh(& - RalwHY brl BRErkE e tap0 B VPN M # A5 E —
{16 — e e g -

& 124 © CA ~ SEFUESEH G HE(ARESES VPN -

) Certificate and Key Generation for VPN Bridging

Vpn >> Bridge >> Key Management

Country Code NB  State Code NA Cert. & Key to be used at Remote:
Locality here3 Org. Name thisPlace Common Name Generate
Org. Unit IT Email me@myhost.mydom Client Configuration Set List
clientl:Big
Submit
CA Generation :
Common Name  Hugh Generate

Cert. & Key to be used at Local:

Common Name | Giant Generate

Save Remove Purge

filiE 125 © VPN RS RE(E s R EilEs e

& VPN Bridge Server/Client

Vpn >> Bridge >> Server/Client

™ Acting as VPN Bridge Server (otherwise, fill the following CA and Key File Set Upload ( will replace current CA )
items and upload certificate.)

Browse... | No file selected.
Server UDP port 1195 Upload
Server IP Address
Data Cipher: AES-128-CBC ¥ Start VPN Brigging process(es) B
AES-128-CBC
Submit
Use 2nd VPN Bridge Server (tap1)
Server UDP port
Data Cipher
AES-128-CBC
Submit
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& 126 : VPN ke (G ftas ((Alfiestn ) #af

{p Ethernet / DHCP

System >> Network >> Ethernet / DHCP

Ethernet Bridge (br1) @ Turn on DHCP Server

IP Address: 172.16.9.1 Netmask: 255.255.255.0
Start IP: 172.16.9.100 End IP: 172.16.9.200

Submit

¥ Enable Bridge br
Ethernet Ports in Bridge br1:

ethl tap0 Submit

127 & ph¥h VPN (ERGEHRE T T VR Plmse fEoE

&) VPN Bridge Server/Client
Vpn >> Bridge >> Server/Client

Acting as VPN Bridge Server (otherwise, fill the following CA and Key File Set Upload ( will replace current CA )
items and upload certificate.)

Browse... | No file selected.
Server UDP port 1195 Upload
Server IP Address 192.168.11.202
Submit @ Start VPN Bridging process(es) Submit
| Use 2nd VPN Bridge Server (tap1)
Server UDP port
Submit

ES—M (1#85192.168.11.132” ) » T L{EHE FimEiaflzgE > £ “Vpn >> Bridge >>
Server/Client” B8 i1 « R K PimZsmilzeE 1% » “Vpn >> Bridge >> Key Management” [/ 55/ 28
TRAE -
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128: % Pl s E R~

@ Certificate and Key Generation for VPN Bridging

Vpn >> Bridge >> Key Management

Country Code NB  State Code NA Cert. & Key to be used at Remote:
Locality here3 Org. Name thisPlace Common Name Generate
Org. Unit IT Email me@myhost.mydom Client Configuration Set List
client0:Big
Submit
CA Generation :
Common Name | Hugh Generate

Cert. & Key to be used at Local:

Common Name Generate

Save Remove Purge

i A S AL “tap0” I AfGHEES -

129 © VPN (P& S PERERE (B P lmil7r) B

Ethernet Bridge (brd) Turn on DHCP Server
IP Address: 172.16.9.2 Netmask: 255.255.255.0
Start IP: 10.2.1.100 End IP: 10.2.1.200

Submit

/ Enable Bridge brd
Ethernet Ports in Bridge brd:

ethd tap0 Submit

FE B HCER G > BEEEE] VPN (EHIAYZ UDP 8 1195 - SEFWME "B, T AL TSRy uDP
SRS o A5 Al VPN SRR T AR -
VPN S 1% - 1 7 ERT B W by VPN R > BUEEGET > (Heoe e AR -

R & E o MELEE TR fEfE R as U VRS 2 L] - SR ILIRTE - AR AIEES
ARG REER - FRIMIER “tap0” AR HH VPN AERRAEAG IR T RIS st - (AL > VA HUE 3%
“tap0" {EEHE VLRI ARG RERS » A HPUmHYT VPN HERL SR S (G REEs 1 [E — 1P T4 [ RE
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A o R R EfERE s E 7 IP sl EPEER — T4 ARG LS E 1 [FHY 1P
ik -

SERBUERAR IERE E 5 VPN (R MR EAVEUA © FMTEJualE CA ~ irisas @ imnlaE

£ PREAGERGEE - BREERIINE UG 2 UES: VPN FIvEE: 22 nEEE VPN FERE fHE
AT o e LLEE“Vpn >> Bridge >> Server/Client” AlJ% -

BEHA tapN N TE Y6 Z LR BN E
TR EAVE 0 NFV SEETE Bt TR AR/ Y - @ tapN 2JE45% (4
tap0 ~ tapl -~ tap2..) ° FHAREREFAEN tap /1 HEAE BB S EhRE A 4 > INILAE T i oRRL
FHUEEERE] VPN (BB | 2 AT A tap0 BEXE RO S ER TG -
Ryt AR R e s o RIS DU T IER

1. JeRi A TUhBER VPN (REREEEN) | BRE 0 WiEE LGRS ERY VPN B T (4

tap0) - FHEFFEIIAGREES -
2. TSR VPN LR IEE % » FE—BUEhEM R B - ST E A% tapN 45E -

HEESFEEIE - BLRERER tap0 HERE e LA JofiE FTTT 2L VPN SR IR F H A GRS
o EERSUEELRETEE VPN g R E - B -
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%5 f E FEEERH (Dynamic Routing)

EANGEL : 3R 1P B8 H (IP Routing)

EE(SCIRR TS S5 1P SPRAVYEERBS SRR - fRIGH » BSHZs sl BUR s IR ATE
IEH L o R BRI EEYR RS A RE 2 H AU -

HATRAES 72000 R AE - FFRR (N T F°8h) 2L IRk (B BB ) -
1. ERNE - tE LS M AYEEE

Fo 7R RE WA AR > BfM a] IR B IrAERE =
o FFREERH (Static Routing) HEBUE " ARAHEE

SRR AR B REAR o WIRES_ LB FIERESiZEE - B A &% - (RUHE CTEE
HEE - GG RAER L -

o EhREFEH (Dynamic Routing) Fif /& " Google Maps Zfiji |

B 2SR G IR R AR - AIRATT RS > E HEMEIRE TR VRS 55— IR
RS > IRATRERL ©

2. FFREIR A (Static Routing)

o ERE I HAEREMETFTE (Manual) —E i A FFL A HAVERTSARAL
o HEEHRA:
o EFRELR . 4E 4R~ BT P BRHERERAIE BT LR
o BEMEEY ¢ HE WO o IROVEIAES TSRS - TEEAANEE  HEBR
=
o THEXME (Default Gateway) : 22— THFFIRIVEFRERS HH - EESHEI A AIE S 2T
FURAERE > SR 2 EAATHRE R (GEOL T R AEEENE - 2EELE
& BN e
o {BEL: (THEEGTEN - FFFREE (Debug) -
o HRELE: AERE - ERNEE > RN T —(EYEE > rIREEFEIAE H 10 BEEHESHY

Y W d

o fE °

3. BJAE R A (Dynamic Routing)
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R ¢ S ZEG ERE LAKIRER - B ERK -

BIETA ¢ RS ESIVIE ¢ " HERE TR, - AEIENR G R E CAYH
° QIRFEGRARESET 7 EMTGILZIEAKL © BRI - FOGES R -
B8R - 277 - BENE - MRt EEER - BRICEHBIEE

BREE © WnECERVEBISEGERE - HRRH S S iE g B (NAZE—EHE) -

4. BAELERR

T FFRRREEH (Static) BIRRERHH (Dynamic)

EHIE | FE (EHEEEE) B8 (B E A E)

EEEE S (EREEFEEeER & S hssE EEEH)
BAGER|/NY -~ R AR KA ~ AR RS BB
BB | EEBES - FALNA| HEmEEARRK

4z 8 B | |4 3 GPS ZG il

5. BISER  ZEW—E?
FRAB SR o R
o B AGE) : WRENEEHAL 12 BT - H)gA PREmnsaiesdes - (5
FRRGREH A -

o R BHRR) : WRERGEME GrtHE  SEARAGEHE K - BRI SIEE B
RRRSH - 4ESIEAR GRS -

6. FkIEN | FERBHMARNE (P 21E)
A HEIUEAFRERS e 2 AR B - HlstE IP 2% (IP Multicast) -

« EF% (Unicast) - miiaiEss (1 55 1) - AFREEEE AT DURHE -
o Zi% (Multicast) : RUEETRIMESEENARRE (1 ¥%) -
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RTEBREART?
R Ry P& S HEEF BRE DA SR R 40 A - RFRRER I RSERY - EfAAE T3]
FEIE—FD > SEIIABRE T 25 GBI T 7 5 - HASHRERS HAEEIF B IS thpk S Ay 2
b - EERPEEAFIEIAR AT L -

Azblink NFV E& ST IEHIZ) 2 B H 175/ E

£ Azblink NFV P& | > FTBH T IPvA BREHE(L 152 BERUBR ERi R 7 26 > i T T 5R4E
(Unicast) ; 81 " Zf% (Multicast) ; WIAHFRK -

1. BRERIE AR (Unicast Protocols)

SR A E T (RS ) - MeftmifEhE - AT DIRER RS AR5

0

BELE |&H BAGE |[FEfHA

RIPv2 Routing Information || . sz ss R EME - FIEK -

Protocol, v2 WEEREEA - B e EER DAL -
HEA - TR -
OSPF Open Shortest Path |[FFARZIREE &Y " #ESIRRE (Link-state) | 7€ > BSHHESAE
First o EREPAEE | SR ST BRI RS - B EERRE » A
SEARAERE -

2. ZIEIEHHE (Multicast Protocols)

WREH " —H% , (VRREWFER (FIROGRHRERE - $ErsEw) - AIFZEEMLRE -
e PIM (Protocol Independent Multicast)
o AR RIFREARFEFHEE 2 HEAL IR -
o EERISE : PIM HOAREFHES - TOVEREIRENE R E (41 LHAY OSPF)
S -
o [i% - OSPF BEESHIAF » PIM B E 115 1RE5 [IHE X Z1FATEFT -

3. iETERE I EREBHEEE

TAERG ) B2 TEIRR ) WIETEE— c MR WA -
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EREHS » A DRIBEIRF KB EER

o EROEERFEERISE ] BIRREEE (40 OSPF) DARE RIS B TZ -
o (EEGEVREEERIEEH] FRRREEH DIORFF IR E B -

B ER A RERC > LULARE Ky Azblink NFV SP- 57 17— (ERERRE (Stable) (& B4k (Maintaina-
ble) HILEEEILAE -

NFV Platform -_(:one "net")

RIPv2, OSPF, and PIM will fail on this port

if "border control" isturned on

subnet 5 subnet 4 subnet 3 net 2 subnet 1

RIPv2, OSPF, and PIM will fail on this port

130 © B BB RS

subnet 0

NFV Platform -

if "border control" is turned off
all ports are OK with RIPv2, OSPF, and PIM.

HHENE N

subnet 5 subnet 4 subnet 3 subnet2 subnet 1

131 = BRPAE Sz
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BRIEHI R ERERNEEER

AREERTERIH AR - 5 L E HH LR SR 2] (Border Control) AHBHHVHEESZRIE - 57540 T HEDS
KSR ARG F 2 IV 28 > DUREoE s G B s A I -

1. R/ FREREH

R DU DL T B AR AR B B F 78 SR T AE

B&4X : Border >> Connection >> Port Forwarding (firi> B i JEHHIEEE )

2. EEEL  BIKRRANBHNTEE

R EFIERINTES S 2 2SR T - BB (Zone) EHRAEMAIMT

o Net (SMER4EER) Bl fw (B KHEAAK) © 2 G125 (Drop) -
o DMZ (FEEEE) Fl fw (KA « MELGHESE -

ERFEENRREE FHAESE | RIPv2 ~ OSPF B PIM Fiff7E - H AR B KOS A TR DA
s RN AR SIRRE » AERFGIEERE TR A fw ISR E - B e R AR 1=
B (% > EEERERN - It - EEFTREEABIREEE - 550888 SR 5s LUesTHE R

3. R AARE © 1R R SRR
B T REIRBS IS EREIE - SRR DL TR

o ZF& (Multicast) FYfXEH :
o RIPv2 ~ OSPFv2 (IPv4) Bl OSPFv3 (IPv6) {8 F IP Z64E k=i a5 3R 4 s E iy ELfn
PEHEHES
o RIPv1 RI{fE ] 5% (Broadcast) -
o IGMPXZHE : HIA i EMIRZIRIE T A N - SETEIReZ BNV RS EsefAs (0
T Switch ) B #510 IETEEZ E IGMP (Internet Group Management Protocol) -

4. OSPF &1 (Area) B} 2 7T
5 EEE(H R OSPF e » A2 U MICEMS ¢

. AT
152



o OSPF/RIP: FINESHIES 2 fEIAYEE (STHAERE®R) -
o PIM: FJRES IP B EH L L AREIE ({(OfH OSPF/RIP FITHYREE) -
o OSPF &I ID (Area ID) : OSPF £k /7 /E44ME - 20 My " I&I D, -

o Area O (FEFERR) : /2 OSPF AVIZ LAERE » AT A HAthEIS#D.0 /H B Area 0 fH7H

o BUEARE ¢ 1D HEEE 0 F 2732-1 > AT LAE R IP #&2C (9140 0.0.0.0 {7 Area 0
1.1.1.1 {83 Area 1) -

o ABR (BEHUBFESHIZ) | AR SEIN L Area 0 F15 (IS » EAH
FHES WL #2174 /5 ABR (Area Border Router) > & & {E & #HIEHE -

OSPF 71 RIP fER& Hes Z[EI(E 5 PIM FHFNES IP T4 2 -

NFV Platform

._(zone "net") - (zone "net")

subnet 5 subnet 4 subnet 3 subnet 2

subnet 1
172.16.9.1

bnet 1 subnet 9 subnet 8 subnet 7 subnet 6
17X3,16.9.2

turn on RMRor OSPF on this subnet with these o interfaces

132 & R i Es A

NFV Platform

-_(zone "net")

subne subnet 3 subnet 2

multicast sender
£

multicast receivers at group address 225.3.3.3

133 : {#F PIM HYIH &

153



Y\
router C

172.16.12.0/24
OSPF area 1

router A
router B .g 172.16.9.0/24

(Area Border Router) OSPF area 0

134 : OSPF ABR (&8 FL % FHES)
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RIPv2 (Router Information Protocol, version 2)
RIPv2 5% E B B 58l

AEEBREREEAN 54 RIPV2 fif B P e ikes (TS A B 1S5 B) » (EEHEISKHARRHIR
BETFHEZE Wit H R HAmE -

1. fAIRIRIRZR4E (Topology)
BT SEHERL e tes 2 TV B AR L 1P S E 40 M El A~ -

o %28 A (Machine A)

o JTHE - bro

o IPfirht - 172.16.9.1
o 1#%28 B (Machine B)

o T - bra

o IPfirht - 172.16.9.2

HHH ¢ W EtEEsHY S iE (br0 B bra ) DIEAERELE [ —(E 48R - A BEEE IR -

NFV Platform

machine B ._(-zone "net") machine A - (zone "net")

subnet 1
172.16.9.1

4 subnet 3 subnet2 subnetl subnet9 subnet8 subnet7 subnet 6

subnet 5 sub

172.16.9.

turn on RIPv2

135 : RIPv2 #iffl
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2. REL B (Configuration)

SHIRIPAE M s LIERL N EE

FE—  HEEERE MR EET RIP 5 BTN AR 38 A T s
e BYFZ : System >> Network >> RIP

o R MR HIEEE EAHYERETEES -

@ RIP v2 ( Routing Information Protocol v2 )

System >> Network >> RIP

Add Network for Multicasting Route Update

Start RIP Submit
Network 172.16.9.0
Netmask Length 24
Add
Network to send multicast update
7777777777 nofNe-===——=w=seesceeeee e ce——————
Remove

[& 136 : RIPV2 1% 546 BRI 149
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@ RIP v2 ( Routing Information Protocol v2 )
System >> Network >> RIP
Add Network for Multicasting Route Update (| Start RIP Submit
Network -
Netmask Length
| Add |
Network to send multicast update
172.16.9.0/24
Remove

Wl 137 © #E% EEHi T 48515

SR ¢ BRSERRAERA (Authentication) 5 T 224 HL RLIf At S A AN, » NERE — 4134
YRR A -

o PEEX . System >> Network >> RIP Auth
o BRIE . I ASYEE%E%E (Key/Password) -
o JEE - HEESA B S B 1B L A S A E]

) RIPv2 Authentication

System >> Network >> RIP Auth

Interface Authentication

Ethernet Interface brl

Authentication Key hello
| Enable Message Digest(MD5)

Add

Remove

[B] 138 : 3 RIPv2 5 {556 L2 00
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) RIPv2 Authentication
System >> Network >> RIP Auth
Interface Authentication
Ethernet Interface

Authentication Key

(] Enable Message Digest(MD5)

ey

brl hello

Remove
& 139 : B{5Enss B mimyIR

Sl (53 B) -~ IFIUEHRABCHECE i N h=EE 7T HNsEe s

@ RIP v2 ( Routing Information Protocol v2 )
System >> Network >> RIP

Add Network for Multicasting Route Update (| Start RIP Submit
Network

Netmask Length

Add
Network to send multicast update
172.16.9.0/24

Remove

T 140 ¢ fE S HEEE | (T 2 S A T4
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) RIPv2 Authentication
System >> Network >> RIP Auth
Interface Authentication
Ethernet Interface
Authentication Key
Enable Message Digest(MD5)
Add

br4 hello

Remove

141 : 52

2y
i
B}
.
i
o

B - AR ERRSF SE RS E (R » WHIESUR T AR -

o PRI : System >> Network >>RIP
o BRE : ZJEERUA (Enable) HYHIEHE -

3. BB 45 R (Verification)

BT (s A B S B) HRSEpk BAACE (B £/ M bro B bra L IEMEER#®) 12 > %
eI A H Eh RS FHEER -

TR BB A e k)

o PRAX : System >> Network >> Static Routing (EXE& FH % H 1)
o TEHIGR @ CIEZGERIH TR CEH B HBEAEIEEHES -

LU Eori%as A BiTh S8 SR iR RS A -
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Active Route List:

AL A ST E TN AT AT YTE WEY T A PO R TR T T e e

10.2.16.0/24 via 172.16.9.2 dev brl proto zebra metric 20

10.2.17.0/24 via 172.16.9.2 dev brl proto zebra metric 20

10.2.18.0/24 via 172.16.9.2 dev brl proto zebra metric 20

10.2.19.0/24 via 172.16.9.2 dev brl proto zebra metric 20

10.2.20.0/24 via 172.16.9.2 dev brl proto zebra metric 20

172.16.9.0/24 dev brl proto kernel scope link src 172.16.9.1
172.16.11.0/24 dev br2 proto kernel scope link src 172.16.11.1
172.16.12.0/24 dev br3 oroto kernel scope link src 172.16.12.253 linkdown

142 © B(E) RIPV2 IRER RN
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OSPF (Open Shortest Path First)

P 2.16.69.0/24

rolter. & @I 2 T6 7100

172.16.12.85
172.16.12.0/24

172.16.9.2 OSPF area 1

Py
%I 172.16.12.253
72.16.9.1 et
172.16.9.0/24 @

router B
OSPF area 0 router .(\LZ&IG'B'O/M

(Area Bordgr Router)

10.2.9.0/24 172.16.14.0/24
10.2.11.0/24

143 : OSPF 3B 774

AFE R A A = AR S E G (ESHE5 A ~ B~ i1 C) ZKEE OSPF (FEBUR AL BE TR (B
56) A

EHSIMFHEEKE
HFIRHE I =(Es thes (A~B~C) » FEEEHSEICE 72T IP 74 -

o BRHIZARTH:
o 172.16.9.0/24,172.16.11.0/24, 172.16.12.0/24, 172.16.13.0/24
o 172.16.14.0/24,172.16.15.0/24, 172.16.16.0/24, 172.16.17.0/24
o 172.16.18.0/24,172.16.19.0/24, 172.16.20.0/24

o BRHIZSBAYTH:
o 172.16.9.0/24,10.2.9.0/24,10.2.11.0/24, 10.2.12.0/24,
o 10.2.14.0/24,10.2.15.0/24,10.2.16.0/24, 10.2.17.0/24
o 10.2.18.0/24,10.2.19.0/24, 10.2.20.0/24 ©

o PBRERES CHYTH
o 172.16.12.0/24,172.16.17.0/24, 172.16.69.0/24, 172.16.72.0/24
o 172.16.73.0/24,172.16.74.0/24, 172.16.75.0/24, 172.16.76.0/24
o 172.16.77.0/24,172.16.78.0/24, 172.16.79.0/24, 172.16.80.0/24

161



OSPF E 1% &l 7
OSPF &gy, ID #a[E/Z 0 #] 27{32}-1 » Hrp 0 (KT L 4EES (Figdd) -

o EIO(BLE) : ERHIES AN B fRIEAHAD - 18 172.16.9.0/24 T4z -
o EIN1: BEHIES AT CIZLLAHAS - A 172.16.12.0/24 T4 -

VEEEHOR ¢ NI net ISR dmz BRI T4EIE1T OSPF BHT  [ABy OSPF B fris Lt
I A TAF -

@ OSPF (Open Shortest Path First Protocol)
System >> Network >> OSPF
Classify Network with Area ID Start OSPF Submit
Network 172.16.9.0
Netmask Length 24
Area ID (number or a.b.c.d) 0
Add
Listing Area(s) and the associated Networks
—————————— NONE=======eeeeem e e e ————
Remove

144 : PSERSE A B T-4ERIGESS D 32F

EXERZS A BY OSPF BC B

fEEgHas A B FRERH LU N R EAHAR 7441 OSPF BT

1. 172.16.9.0/24 (534t & 0)
2. 172.16.12.0/24 (53 fic%s BIR 1)

] LU{E System >> Network >> OSPF 7 Mf 5 1 42 26 148 1 A LS HERYERIK 1D -
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@ OSPF (Open Shortest Path First Protocol)
System >> Network >> OSPF

Classify Network with Area ID Start OSPF Submit

Network
Netmask Length
Area ID (number or a.b.c.d)

Add

Listing Area(s) and the associated Networks

network 172.16.9.0/24 area 0
network 172.16.12.0/24 area 1

Remove

& 145 : BREHES A B FHEIFR

SHREET R

OSPF [ FH 25~ TR 2 T B (0 Bgee - DARECRES (5 SV 2 5cH -
o THE T EESFRE—E 57 5EEE % (Authentication Key) -

o SEESOEBHADES s EAVEEAHUCHC -
o WIRFBENREESET S T - H B AMHBIRYESE 1D IREER -

o EE: sEMhE BN CH - B MRS mim /B Hes A LI ERERILTK -
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() OSPF Authentication
System >> Network >> OSPF Auth

Interface Authentication Enable Area Authentication
Ethernet Interface Area D
Authentication Key
Enable Message Digest(MD5) Enable Message Digest(MD5)
Add Add
Listing Interface Auth Keys
br3 dafa area 0 authentication
brl hello area 1 authentication
Remove Remove

146 : OSPF H{fgneEaE (ESHE5 A)

PN EMEEEZE ID
o IPHIHEEAFEAE G FAURERELHE (4 bro, brl, br1l 55 ) FECENY - 12 GG T
OSPF [ & H# FHE £ K487 »
o GEELYMHEIFY IP HHEAERE FHES PR ME—RY o
o Hirfr—2b 1P H bl M A EEHE RS B3 BEHHES ID (Router ID) » T AN ETE RS HERE -
o QML B THRGHER - B EECREEAERS S/ mE B A — 1P il -
FREh OSPF 12

SERATA TSGR B (R - #X[0] System >> Network >> OSPF 71 DARE) OSPF Jfiifs
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DUNEIFRZ P s B AR E

@ OSPF (Open Shortest Path First Protocol)
System >> Network >> OSPF

Classify Network with Area ID

| Start OSPF
Network

Netmask Length
Area ID (number or a.b.c.d)

Add

Listing Area(s) and the associated Networks
network 172.16.9.0/24 area 0

A

[E] 147: RS EE (S B)

srLe . SR wiREs pt has A7 EEe B R ERUCHC -

Submit

Remove

9 OSPF Authentication
System >> Network >> OSPF Auth

Interface Authentication

Enable Area Authentication
Ethernet Interface

Area ID
Authentication Key

| Enable Message Digest(MD5) | Enable Message Digest(MDS5)

Add
Listing Interface Auth Keys
br4 hello

area 0 authentication

Remove

Add

Remove

[El 148 : FEHES B HYEDEE Hak B
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B

1. TEBAB OSPF il BEEHES A 7 BREEES B (% - IR 135 A WIBK I - FESRBEHIZS B HY
FHTLT) B (S0 {EHE) FIRSHIES A -
2. BRERSS C: fEPRFHES C L) OSPF 1% » M d HEL T -

BYEE © A0SR TAERISE R T o RIS BRI R R E S Sl R B RR es o o FEREEEN
T EARER R AR R R S e -

Active Route List:

S S e e e e L I L B e = e e S S =

10.2.17.0/24 via 172.16.9.2 dev brl proto zebra metric 20

10.2.18.0/24 via 172.16.9.2 dev brl proto zebra metric 20

10.2.19.0/24 via 172.16.9.2 dev brl proto zebra metric 20

10.2.20.0/24 via 172.16.9.2 dev brl proto zebra metric 20

172.16.9.0/24 dev brl proto kernel scope link src 172.16.9.1
172.16.11.0/24 dev br2 proto kernel scope link src 172.16.11.1
172.16.12.0/24 dev br3 proto kernel scope link src 172.16.12.253
172.16.13.0/24 dev br4 oroto kernel scope link src 172.16.13.253 linkdown

B 149 : B&HEE A HEIES 72 (OSPF BIRLL)

B APIAR E FE s ¢

) OSPF (Open Shortest Path First Protocol)
System >> Network >> OSPF

Classify Network with Area ID

|_| Start OSPF Submit
Network
Netmask Length
Area ID (number or a.b.c.d)

Add
Listing Area(s) and the associated Networks
network 172.16.12.0/24 area 1
Remove

150 : THIRLE (FRFE O)
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@ OSPF Authentication
System >> Network >> OSPF Auth
Interface Authentication Enable Area Authentication
Ethernet Interface Arez ID
Authentication Key
" Enable Message Digest(MD5) | Enable Message Digest(MDS5)
Add Add
Listing Interface Auth Keys
br0 dafa area 1 authentication
Remove Remove

151 : PPEEEE (B&HEs C)

[FEE - SR E e B e th ey A LE BNV SAE TR - /£ P& S C”_LEE) OSPF
& - “BEHES CYHVRSEIRAN AR |

Active Route List:
LU IOV VId L7 LU LIL. 23 UCV UTU DIoww ceula meuic cvu
10.2.19.0/24 via 172.16.12.253 dev br0 proto zebra metric 20
10.2.20.0/24 via 172.16.12.253 dev br0 proto zebra metric 20
172.16.9.0/24 via 172.16.12.253 dev br0 proto zebra metric 20
172.16.11.0/24 via 172.16.12.253 dev br0 proto zebra metric 20
172.16.12.0/24 dev br0 proto kernel scope link src 172.16.12.85
172.16.38.2 via 172.16.12.253 dev br0 proto zebra metric 20

172.16.69.0/24 dev brl proto kernel scope link src 172.16.69.1
172 1A 71 Ni24 deav hr? nratn karnel seane link crc 172 1A 7110

152 @ RS (BB ©)

YR T-4Er Rzl - NS ERYES iR R H A S U E R B AR RS Has - AL T > fRAJRE
T A BRI Y SR 2 15 T T -
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PIM (Protocol Independent Multicast)

HERSHE?

SRR AT AT RSP BB - (B BRI AT LI S RO R - B TRRIT I AR
UDP {7k > INILEA MRS AT SEEEn (BLTCP A[E) - P54 HBRYFR K

o E—TFHN : TS S IGMP (FERE MRS AH EE 5:3) BT -
o BEEARETH : BSHESTE IR B E T o (5140 DVMRP ~ MOSPF 2 PIM o {EHAMHY
PG B FAFIER PIM SRR 288 -
R Pim W E R LD ER
PIM FHIABRHE A 7 88 8 1R B - A F48_EV RO sedBalE e i = -
1. BAEX PIM IHEE :
o ZEfii%E : System >> Network >> Multicast Routing -

o FERLEZFARL PIM IHEE -
7 MIEE ¢ AR DEITRIHOT MR E— T ARBE PIM > R IGMP RIF] -

NFV Platform

-_'[zone "net")

multicast sender

£

==

multicast receivers at group address 225.3.3.3

153 : {HFH IGMP F1 PIM FY35 5
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L REEEREIA

E%ZEE » K H net I dmz EEIAYEBIR EAEEREEEI MR g #fH i (drop) - fERCE 4%
» IR RERR HH e A A I 2 [ SRES s

@ Dynamic Multicast Routing (PIM v1 and v2)

System >> Network >> Multicast Routing

Additional Network:

() Start PIM Submit
Netmask Length:
Interface: Add
Alternate network List :
No alternate route added
Remove
Information Listing:
=X . B 2L
154 : B HEE
@ Dynamic Multicast Routing (PIM v1 and v2)
System >> N k >> Multi Routing
Additional Network: () Start PIM Submit
Netmask Length:
Interface: Add
Alternate network List :
No alternate route added
Remove
Information Listing:
‘Installing br0 (192.168.11.202 on subnet 192.168.11) as vif #0-22 - rate 0
Installing brl (172.16.9.1 on subnet 172.16.9/24) as vif #1-23 - rate 0
Installing br2 (172.16.11.1 on subnet 172.16.11/24) as vif #2-24 - rate 0
Installing br3 (172.16.12.253 on subnet 172.16.12/24) as vif #3-25 - rate 0
Installing br4 (172.16.13.253 on subnet 172.16.13/24) as vif #4-26 - rate 0
Installing br5 (172.16.14.253 on subnet 172.16.14/24) as vif #5-27 - rate O
Installing br6 (172.16.15.253 on subnet 172.16.15/24) as vif #6-28 - rate 0
Installing br7 (172.16.16.253 on subnet 172.16.16/24) as vif #7-29 - rate 0

155 : PIM Gtz
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EREEE (W)

FERZEIELT - HFEEH PIM BIA] - EF 5 BB E % #54HHY Rendez-vous 5 (RP) - 1A
FEFFEEI N R NECE. -

B it o B frHE
SRR ERE | SR E % T ELUAHRARY /i > DAFE(RZHE  ||System >> Network >>
BERRESSN T  (|EaEsEE - Multicast Routing
= |[F TBALE IP B ERRSAE - 0] DAEEK PIM R ||System >> Network >>
A SRR |, yste
TS IA R E VAR T Multicast Control
F¥REEYE Rendez-  ||EEZATT DARFREEL ERT E 4HMHERY RP > (HIE A — N/A
vous i (RP) atkds (ARTe) (IER T EEAFEL -
{9 Multicast Interface Control
System >> Network >> Multicast Control
Ethernet Interface to avoid Direct Multicast from PIM Add Static Rendez-vous Point
Interface: Add IP Address: Add
Interface Listing : Static Rendez-vous Point Listing :
Remove Remove

156 * 22
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MR EE PIM THEE
ZRERGN UDP » Rt EE R B B EBIE e BRI EE -
o BEEBTE T MESBEUEEIETHIAN M - DU UDP BE BN IEM AL -

Using Site To Site VPN Bridge Mode Support OSPF RIPv2 ( SD-WAN & FH151%)

UL 25 VPN ERHBCE SR

AFE PR AN AT FE ARG 2R IR VPN (Site-to-Site VPN) SRST -MECE RS AR H » DAE(EGR = P2
FEIVIEDL N ERBIREES i fphak (40 OSPF B RIPv2) HYZET -

BT IR PR EL

FEBCE VPN I - HEEMECRES FREsRES 0 CGRRS ERIR E » DUETE M AT LEARAEEEY 1P 148 -

(zone "net") ._

NFV Platform router B router A

(zone "net") ._

subnet 5 subnet 4 subnet3 subnet 2 subnet 9 subnet 8 subnet 7 subnet 6 subnet 1
172.16.9.1

fililiE] 157 © Wi S its e as s R A
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Bk A FRARGE

s | VD 28 SRR IS » A1 4595 T | AR e
BRI 0 BB EEER ) - |8

BIRERS H 1T 9B B H B 5 T > OSPF B RIPV2 Z5EIRERE T, |[FE VPN 82 FEUH
ZR R A EEEE - OSPF & RIPV2 ©

BIREER BT R

B HERAN AIT T > HMIFE R A R B NS RERAT oA fo B — SRS B > TR EREES
B -

1. FEIZEEBEEEL ¢ 2O GRS S B S = Y R I B

2. MRREER RS EhEsHIRAEEEEEA - — EIRYIERE - OSPF =X RIPV2 5t m] DAFE[E— (1444
AT -

3. BUH VPN EREHZTHA © EIRBEREEUERE VPN FERGRATEUT > FAFIRT] OSPF = RIPV2 5L
A VPN R 2 RIS HI(E . -

BRI R BRI AE AR - BUPIRESE VPN BRI R TEN GRS E Ak - BEUS (S
BHYEBIACH -
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172.16.9.1

subnet 9 subnet 8 subnet 7 subnet 6 subnet 1

N e N

(zone "net") -_

direct wiring

very far away, cannot to

{(zone "net") -_

NFV Platform Fouter 8

I B B e o

subnet 5 subnet 4 subnet 3 subnet 2 subnet 1
172.16.9.2

B 158 © WBIRL A B o 95 B S E G - R » PRARATTE fy © {ERBRE T Rr
FEIHEIAAN VPN « 4% » VPN SRRV R net T A B 55— -

MR E RIS R

AZEGIFE AL T R LA RIS RN ERIBREE RS (LAN) - EUABHEEGEE (Internet) #17—
{22 HIBEREBIIERE (Site-to-Site) HEHERL A MRS (VPN) LR -

TH

ol

LR -

AO{RIFE R AL S s 0T — (B EREZBERE (Site-to-Site) VPN 4R » K IZAE K LT 1%
(EREE
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o PRHEEREES ¢ FRAEZSICE B (Bridge Mode) ©
o RBRE/PAKHEESK ¢ VPN 4R (RIjn&aEiE ) HEK BRI “net” SUEERAE (WAN)
LI A RE N T 2R R A P A I 1) 22 S I 4 B

BEER :

EEACE WEE G RA AR EHES - DUETL—(EZE R4S ( “net” &) AYBEELE]
rhEE VPN @i o

172.16.9.0/24

A
ethll tagP creatgd by VPN

bri

physical boundary of machine
172.16.9.2 Then, running OSPF or RIPv2 on "brl1"
192.168.11.1
bro l enterprise private network
F i

- . ethoil “'
/| - .
public network VPN traffic

enterprise private network

192.168.11.302

172.16.9.1
b physical boundary of machine
rl
Then, running OSPF or RIPv2 on "brl"
etth tapQcreated by VPN

172.16.9.0/24
159 : VPN (f&f#f5=) f OSPF T RIPv2
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SD-WAN (WAN 2 RT3 E A IBIRNERESR

M ETE SD-WAN FHEFER IR T R B > WRAEEH TV EIME gL - 24
FEAE 2 0 SO ER S T VT = B L B LT

1. I ER ¥ 05 Bh VPN (Site-to-Site VPN)

im 2 SD-WAN (Software Defined Wide Area Network) B ¥R BEIBEBEAVAZ L) ©

o IHEE : {ERI(EMUHEL B AVAEES (BIANGEEAI D SRS ) < Il E -
o BE MRS AERER EiIn R B A R e R -

2. 1B1%1#E = (Bridge Mode)
B E VPN 4ERS G RAT Ry HIREEE

o IORE ¢ BFRIEAEIGEIRAERS (LAN) 157 SRl —(E Layer 2 §8E% - i (H 15 imEH ] LI #2
HEAA[EI A SIS o RS T4

o BE: EFEAREN CCHZEREMED BWHERE - EFEEMANBE R ES NAT
Lt T el a

3. ENRR IR 1 ESZ 18 (OSPF/RIPv2)

e B AR A B B UE MR R -

e OSPF (Open Shortest Path First) / RIPv2 (Routing Information Protocol v2) : 2L 25 By
N EBFE A E (IGP) ©

o FE VPN HEYER ¢ HHY VPN REHEE =R i E Sl 4 s A BEEE 2K - BhRERS Fih e o] DAAE
It VPN JdE FEE - BB ERIE &S E LR Y S T A RS RS -

o (B EULELEPSIRER AR - A T I A SR RGNS - BT HEE T
BEHR - |MB\EHETFH T > BOMEEF T SD-WAN 4Ep&HIHEERME: (Scalability) F175 ]
FA'tE (High Availability) -

=+ A
:%l:l af

1 Site-to-Site VPN Bridge Mode £ OSPF/RIPv2 454 » & SD-WAN S8, P i (R 4E8RRERH ~ f§{EE
H - B EIMERRERSRAIIERE B T -
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FEARE HEIBIEEZ 5 (Deployment Scenarios)

FEAES » WFIRAEEB(EER "B ER ) RO SR RAY R RS AR R - IR
H AT 3EE F AT B T T 4B R S TR AR SERGRE © B — (Al G R e & *ELX)E’&J@
EFIVIIEERE - BN RIS RS, - B S AT E BB B T B R E AR e D B

#£61: B / FERERABZIERNERXK

ARG JFI SRR S B A AR R A AR Ry A A [F 2 it -
HRELZFE

o FHRWNENEER LK AR E R R HEEREES
o FAMERERFIIERNER L NS BEER 2S5 EEE 5 -

[EREATSCES " dmz ) EIEER A
FEBFERITHESRAIT » Tdmz ) EISEE EHGRE] loc, & - L > FFIALL

o K BELENER UE " dmz ) &I
o R EEAEEEGERAN TR BT " loc &I -

[l (51 160 * dmz W3R Al

tho
€ T net

LG

virtuai bridge

bro
fw

physical host

br3 brz2 bri
T

wirbuzl bridge | V)izzll:r‘dge‘l VlﬂNdoe
4T T A\
| | g [virtual host
loc l l
eths eth2 ethl
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) AddRule
Border >> Rule >> Add Rule

Action : DROP
Source : loc (brl br3 br4 br5 bré br7 br8 brd brl0 brll) * Protocol : tp ¢

_) Specify Destination Port :
!Jestlnallon net (br0 ) s Source Port :

) Original Destination IP :
_) Specify -
Rate Limit:
Average Burst Interval | sec +

Add

161 - HLIFE B o A 2L -

i > Tloc—> net | HVHARTHRE MaTHY o B E e PSS E TR ER L4 - MHFER
" Border >> Rule >> Add Rule | #iEHARI » HEE "loc, £ "net | HURE -

AP A EMUAE

MRS (BIANABHEY Web / Mail Elfflgds ) BAE " dmz | sk - HALE T EMIAE " loc, &
S o N E RS B U - PRSP R A RS A S= BR i -

£ Azblink NFV ~P-5 1 > FFTR] DUE—20 538 MHIRRK -

BUETHEMME "8 DRI AR ERE

. SR HE AR (A Ed)
. %F‘ﬁﬁﬁiﬁj:?l%l (A AR ER 288 )

AR PR R L i A R
FotEORNERSETS 280 (loc &I8) B2 4 - i op HL E R AR AR - PR A B AR ot
BT -

I B EEEEHE (VM) ¢ £ T dmz , @ -G5S aREHE (VM) (FEE TEAHK
" AR
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2. ZREMEBIRELG - ETFHCHAEEEEE - (A Mloc ) &) BEILLMME—
TR R EE Pl o HARE] [ dmz ) Gk oy e R et
o ¥ fuéﬁfﬁ%
VNC Client (Virtual Network Computing): /&)~ 8 FHHVEE L & e -
= SPICE Client (Simple Protocol for Independent Computing Environments): & &
1> KVM/QEMU Fiz 5 LERSR » 2 Stuae 2 10ERe S0 8% -
= Microsoft Remote Desktop (RDP) Client: &% F2 4% Windows VM > £2{it 5
C GO <1
o MEREERREEH ¢
= Sunshine (Server) / Moonlight (Client): Ft4H &% R S S B IEE EXK
e (A EEEZEA ) > Sunshine {F ffa Ak sl
Moonlight {Ffy% P lmiEf TR -

o ﬁﬁﬂ?@fﬁﬁrﬁ
SSH #£HE X11 Forwarding: % * Linux VM » 22288~ BE—A B/ i
JEFRE -

» HTML5/Web fHZELR: 7% &5 F Ein s MG B RER® (40 Apache Guaca-
mole) - BT HFEMHEE ZSHI ] HL -
TeamViewer/AnyDesk Clients: (5 7at{E ) REEALHY Uﬁﬁﬁﬂ%ﬁi}ﬁ*
3. F%&E*ﬁé@z BTRAN E4ETE - #fFiEE DMZ EIRAY VM _E52Rk 5 e
AR BSE 2N E R L RRERE - 1T AR P2 R R -

etho
« net
’{ v
/ A
l 'f; /“:’

virtUai bridge

4 br(,?":

’ fw
physidal host

br3 br2

bri
Vi 7
wirbuzl bridge I_virtl:r-.l I_;m‘:‘i'dgeJ ",s"x Vir‘t/gl %e I
2 A 7
,r’;; "
loc

L
etha oth2 ¥ * ethl
VNC Conrigction VNC Connection
for vm-B for VM-A

162 {5 FI e et e HE T T4 PR AR ES 7 L

loc
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s AER > &R - VNC / SPICE / RDP & Sl e ] BLggF-auy IP firkt (40 bro Y
IP) > HEE EERT VNC/TCP #H R -

WEFTR » T-A EGNE ISR EEURIYE VM-A V& (FE# VNC) » (EHZE1{E VM-
ARYBIEESS T L4E - MIFERHE T-A L3R RSN REE -

5l 2: A vPN EIUEREE

FEfER] VNC % Pl (2% SPICE % il ) AR EIEGE V- & EAVRESBHER: - SFRIER -

VNC/ SPICE & Pl ey B iR » Bk E " B el IP izdk , - MARESEASHY IP fir
ik -

JFAZ © VNC/ SPICE R /2 AR P & 12 ( - Rt Hpe Bl A Vot " #EiRE )tk -

NIEL - E S5 VPN B A=A VNC - 55k VNC 2 FilmfsE VPN Azt iy s —(E
IP firsik (YHE% Ay 172.16.38.1) - kg VPN ﬁHJE'Ylﬁ”ﬁEEEPEI’\J CEREV ek, -

FRINHUSRE B EFE G EH 2 1R - REFTARVERFEI (FIEEHRAEANEA TR #g
WREREEA BB Kt L& EH SREE AR 2 » R AJEEE » [Vt | IR — B L R @I I RE
B, - HHESREEREFIANETER > A2 VPN F P B 4L ay - sk
DIESERF AR [EIR > HE— 2D T B et R A e -

net

virtugi-bridge

bro
fw

...............
__________

2 physical host
br3 J,«-"' br2 g rl

wir tL'ff bridge tﬂrtn:r—.l I:r‘dgeJ virtual bri.‘d_ge I

3 '
* : A
dm{l
| VM- c| IVM-Dl | \} loc

loc
eth3 4 ethzv

163 © 174 VPN i g 5%
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W_EEFTR - (EHE AT LA VPN 3 A= - FLL VNC RS f LA S -
HUfF VNC EiEGZ1% - (FRELIZ B EAR Rt - — D s SR B 2 N HoAM A7 B P2 A
AR -

EREITEE AW LR -

. SERSELBBAN VPN % IR & (B TBRTAE IR - U3 foRFEUBEIR 6L VNC IR
1 58 T B B T

). FIAEESEEM REIN E— AR (FHOIRSTATS - SREEREECE AR
5 VPN 7 HURP I e U G - it P (BB 2 -

g5 3 : sBC EARG KRRV EHHE

—ARIME > SBC BRI K 2/ D e O B W (EARS /Al —{lE785% 2 Internet - So—{lilHE 2 T
FLE Y8R o (AL » 1F Azblink NFV 3 FEETT SBC S K iG RE e £ RIS - T2 i Sty 4
E&S A AHEE] T bro y (fF Ry WAN I ) B2 Tbrl ;) (fF R LAN I ) BIa]

P R LB KSR )T Z BB R & Imae s (B A= PC ~ BG Ak B B4R

i s AEER NFV PG ERVEMEE ST ) fyTHaE - 52 MR SBC P K& 7E LAN
Urigbly IP firkl - ANE—2K - i CEERAEa (R e AT BB (6 o 4 ph % R ot AR B 558 » R B
fiz SBC /5 KA R A ZE (A -

etho
net

v b ]
Ivhtuafhﬁdge
bro
fw
physical host
br3 br2 bri
wirbwal bridge | vhtualbﬁdgeJ vhtualbﬁdgel
1 S RN
dmz ————z:
loc
virtual host-
loc SBC or firewall

etha ctha ¥ ¥ ethl
164: SBC =5 Ktz e
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tho
© net

Y

| virtuai-bridge

bro

physical host
br3 brz2 bri

wintual bridge | virtual bridge |Lirtua| bridge I

A A A A IocA‘
loc

eth3 eth2 ethl

Y A 4

gl 4. BRERFRADEES—EFHEP

HEEEE AR GIEEFZER] - A B LAEIRSH € 2 5 R EHAEATEK - LERE
=R T & BAEE © Server A B Server B FZi%EH# brl # AIRIGAEES - BIMEAt—LTER
A7 5 [EIEE - FE{EARESEEYMNE M br3 3 E—(EE T 749 > 28 iSCSI #HEEINEL FE{FE 240 ©

R]EERR - BME br3 LAYEE T4 S H T AR E 77 =Y Storage Area Network (SAN) - 5
BE—K > LA DI G AR L A EER ISR T B ek EigieftE T - SERHEN
FEFZEME > [ERFHRH AR B8 —REES R EIREERE AR » B 5 S THEL 4 -

5165l 5 . EASERAERATNAENIEHESR

NEREA AR EEE - 5 FIRHE A2 RS 28 (multicast router) (EH] 11 245 A
(multicast sender) Rz e - #afi-FERIRT "B FHERT (DHKASLHEE) - NILE Y
net ~ dmz ~ loc FHIARFFHIEERESK A T > A T4 & (R E—Z2FRAVHEE -

WIS EEERE R T B L > Al net B dmz 2 BT E SR RIIR S - 2868
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DAIIFE i A AT 8 SR T I3 il TR (A » ‘B HBRE R -
FRBE S FRUE S REES AYEEL - ZFFEL PIM (Protocol Independent Multicast) IHEE °

ACAEHSEERY 7 EIEREROUE © RS PIM IER EAE - y?ﬁﬁﬁ%m@ E1ES T4 Z R RS E 25
SRR BRI T R (% Ylﬁﬁéiﬁ@?%lﬂ’] 2 R PAS I IEUH 7 2

physical host

ulticast sendqr
in virtual machfne

eth3 eth2 ¥

multicast receivers multicast receivers

[E 166 : B % %E%EE%%Q%%?& asREE o

£ LB > ZREE R — SRR br0 HYRE BN

HEMEVFEARGMS - HEEA PIM > SiE B2 tHeE YT - FER T R RITEUR IR 2 16 4 ikl
BRSO %Z%g%%ﬂ B has R Z AL 4 - e HY TTL (Time To Live > 5
JERED DEAN 1 - B — GRS e - TTLERLEK 15 & TTL JEE] 0 s/ N - BS s
L EEA B

T L 52 NG FEIREES VLC S S0 X BRI - SRR AT » VLC HYTHE TTL
ER -1 REZEECEARFEAMTE - CEEBLVFEESRRE AT HM T4 > 5FHL0
£ VLC tp g% TTL (BIA0E sy 4 B0 5 &1 %%é%}‘iéflﬁ”ﬁéiﬁﬁﬂiflﬁ”ﬁﬁi%ﬂ%‘ETXM@E‘P{%%I%l
i o

ARFMAFTER R 5E 40 VLC 2552 - [NILfE 2 EAEREER - VLC /i 3% TTL AL -
RS LU R RRE
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Access output

hould 4o that
You can also set defanlt parsmeters for each access output.

Network Sync E

4 S Audic Access output module ~
> Audio resampler Hop limit (TTL)
o Filters [ Multicast output intextace
& Output modules DittServ Code Point 0

Visualizations

Access modules

Audio codecs

Demuxers

Stream filters

© Subtitle codecs

o Video codecs

P Interface

o Control interfaces
Hotkeys settings

& Main interfaces

Playlist

b Services discovery

HE- Stream output

> [Access output

b Muxers

b Packetizers

b Soutstream

> VoD

% Video

o Filters

© Output modules
o splitters

b Subtitles / OSD

S a
167 : VLC {E By 2453

Preferences|
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